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Management Summary

Today, we live in what IDC calls the CyberSmart era — a time when
all computing will be characterized by totally complete access to all the
computing resources available, at anytime, and from anywhere. Impli-
cating such a computing paradigm is complex and difficult and
involves high levels of integration, automation, and intelligence. To
meet these challenges, new enabling technologies have appeared on
the scene that support the cross-platform metadata and intelligence-
based features of CyberSmart implementations. Despite complexity
and the newness of the environment, several facts are clear and serve as
examples of the trend: No longer will users tolerate arbitrary Web
searches that yield thousands of leads, only a small fraction of which
are relevant. Similarly, savvy organizations understand that ebusiness is
a necessary path toward increasing revenue and profits, lowering costs,
and gaining and maintaining customer and partner satisfaction.

One important enabling technology is the software agent — defined
as a software component that acts as an autonomous and proactive
delegate of either a human or software “master.” Its ability to gather
information, analyze that information, make decisions, and act on
those decisions makes it a critical component in adding intelligence to
ebusiness systems. It would be difficult to overstate the software agent’s
potential role in personalization, negotiation, and other automated
activities in an ebusiness context. Mobile agents, moreover, can move
across systems and networks on a targeted or as-needed basis, making it
possible to extend the flexibility and reach of the agent paradigm.

Despite their apparent advantages, agents as a collective technology
face some challenges, including the development and acceptance of
industry standards, the establishment of interoperability among agent
offerings, and the implementation of robust security mechanisms to
meet the demands of the emerging emarketplace and other solutions.

One company addressing these challenges is Tryllian, founded in 1998
to exploit mobile agent technology. The Tryllian product suite is com-
prehensive and includes a development environment (the Agent
Development Kit, or ADK), part of which is a set of extensible agent
foundation classes, and an agent runtime environment that provides
security, messaging, and transport services to the deployed agents. The
support for transporting agents (which gives them their “mobile” char-
acteristics) includes the management of state information, regardless of
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IDC believes that Tryllian can leverage
what will be robust interest and market
growth relative to mobile agent
technology over the next four to five
years.

In spite of the advanced search engine
technology, search results still all too
frequently include a glut of duplicate
and nonexistent pages and a frustrating
number of irrelevant pages.

whether the agent “moves” within a specific system or to another
system. Testing and additional management capabilities (such as the
adjustment of parameters within a production runtime) are also part
of the overall environment.

IDC believes that Tryllian can leverage what will be robust interest and
market growth relative to mobile agent technology over the next four
to five years. Important success factors for the company will be the
successful completion and publicizing of case studies, which will both
help the company “evangelize” the benefits of mobile agents and will
serve to verify the quality of its solution. Additionally, a commitment
to increase awareness of the company itself and to refine and enhance
its product offering should help Tryllian achieve market success and
even leadership.

The eParadigm Imperative

In 1999, IDC articulated its vision of CyberSmart Computing as the
defining force in the software industry — then, now, and for the foresee-
able future. The essence of CyberSmart Computing is full, ubiquitous
access to all computing resources — anytime, anywhere, by virtually
anyone. The potential in CyberSmart Computing is enormous, and
the computing industry has made significant progress toward fulfilling
that potential.

Yet, the vision has not been generally realized. This is due, in part, to
the magnitude of the requisite changes in business processes and to
still-existing technological issues surrounding the underlying and
inherently complex software environments.

This complexity surfaces in a variety of forms that still affect the users
who access these environments, the corporate business models that
rely on these environments, and the IT organizations that develop and
manage these environments. Consider, for example, the simple Web
search. In spite of the advanced search engine technology, search
results still all too frequently include a glut of duplicate and nonexist-
ent pages and a frustrating number of irrelevant pages. Here, we have a
functional mainstay of the Internet that, in Web time, has been around
forever; yet, we still do not deal effectively with the complexities of large
volumes of dynamic information. More recent market developments,
such as e-auctions and emarketplaces, have exposed additional limita-
tions in the basic one-to-one, event-response paradigm that forms the
computing foundation for the vast majority of today’s applications.
Although software can be made to solve virtually any problem, a peer-
to-peer paradigm would more accurately (and efficiently) reflect the
many-to-many relationships of the trading participants.
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IDC defines an agent as a software
component acting as an autonomous
and proactive delegate of its human (or
automated) master.

For decades, agent technology has been
an essential element of artificial
intelligence (Al) projects in advanced
research labs and academia.

The breakthrough, or, more
appropriately, break away, came as a
result of the increasing pervasiveness of
distributed, networked systems.
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Today, a potent and emerging technology is being applied to the above
issues (and others described throughout this report). This technology can
mask underlying system complexity from users and help businesses more
effectively exploit the opportunities represented by the complex interplay
of distributed users and distributed systems. It is agent technology.

In this report, we examine agent technology in general as well as an inter-
esting and potentially high-payback subset: mobile agents. We will also
focus on a company at the forefront of this emerging technology:
Amsterdam-based Tryllian B.V. By providing agent-specific development
facilities, Tryllian enables software developers to create agent-enabled
applications for a wide range of environments that include, but are cer-
tainly not limited to, emarketplaces, network and system management,
detached systems, and personal productivity assistants.

The State of Mobile Agent Technology

IDC defines an agent as a software component acting as an autonomous
and proactive delegate of its human (or automated) master. It is capable
of gathering information about its environment, making decisions
based on that information, and then performing delegated tasks derived
from those decisions. Agents can be stationary and reside within a con-
fined environment. For example, a personal email assistant that screens
inbound email typically lives within the confines of the system. Mobile
agents, on the other hand, can migrate to other systems over the net-
work to perform their tasks. A manufacturer’s diagnostic agents, for
instance, could travel to systems experiencing problems, capture and
analyze key metrics, query the manufacturer’s diagnostic knowledge
base, and either convey a known fix to the system’s owner or optionally
implement the fix. Although mobile agents represent the most contro-
versial area of agent technology, they also offer tremendous potential.
Regardless of whether agents are stationary or mobile, they must fre-
quently collaborate with each other using facilities such as Tryllian’s
FIPA-based remote messaging services.

A Historical Perspective

Very few articles on agent technology have appeared in trade publica-
tions, and, as a result, one could easily get the impression that this
technology is in its embryonic stages. Paradoxically, the impression
would be both correct and incorrect.

For decades, agent technology has been an essential element of artificial
intelligence (AI) projects in advanced research labs and academia. To a
large extent, the proactive and autonomous essence of agent technology
was overshadowed by the emphasis on Al, and agent technology
remained relegated to the research environment.

The breakthrough, or, more appropriately, break away, came as a result
of the increasing pervasiveness of distributed, networked systems. As
these networks grew in expanse and complexity, it became virtually
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The recent advances and convergence
on standards have also ultimately
furthered the cause of agent technology.

IDC expects the market for software
agents to grow from its $112.3 million
level in 2000 to $1.31 billion in 2005.
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impossible to monitor critical system and network resources. What
was needed was proactive and autonomous software that could act as a
system manager’s agent in monitoring these resources.

Agent technology and high-performance small-footprint agents,
devoid of Al trappings, fulfilled the need and migrated out of the
research lab into the world of commercial software. The concept
“took” in the network and system management arena. Today, the
much-refined successors to these early agents live in virtually every
major network management package now on the market.

The Escalating Demand

Once the technology had proven itself in the system and network man-
agement arenas, the proactive and autonomous characteristics of agent
technology soon began to appeal to a broader audience. IDC sees
today’s manifestations of agent technology in a rapidly growing number
of environments — online emarketplaces and e-auctions, chat rooms,
personal assistants, and knowledge management, to name a few.

The recent advances and convergence on standards have also ultimately
furthered the cause of agent technology. In particular, the maturation of
Java with its cross-platform capabilities, network services, and security
capabilities has removed many of the communications barriers inherent
in heterogeneous systems and provided a uniform and virtually globally
accepted environment in which agents can operate.

Another interesting perspective on agent technology is the lack of a
“technology bandleader.” Unlike Java and Sun Microsystems, there is
no major industry vendor carrying the agent technology banner to the
marketplace. However, akin to the acceptance model of the Internet,
the technology is surviving on its own merits. Thriving is perhaps a
better term because IDC research pegs agent technology as one of the
fastest growing markets in the software arena. As depicted in Figure 1,
IDC expects the market for software agents to grow from its
$112.3 million level in 2000 to $1.31 billion in 2005.

Agents at a Glance

The impetus for this growth lies in the nature and behavior of agents.
Although space precludes a detailed discussion, Table 1 shows the
constant and variable characteristics that have made agent technology so
attractive to the development communities responsible for implement-
ing today’s ebusiness initiatives.

Facing the Challenges

Although IDC is clearly in the agent technology camp, we also believe
the technology must eventually overcome significant challenges before
it becomes generally accepted.

IDC
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Figure 1

Worldwide Market for Software Agents, 2000-2005 ($M)
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Table 1
Agents at a Glance

The Constants

Goal oriented Agents have a mission that typically involves some degree of quantitative decision making.

Delegated responsibility Agents act in lieu and on behalf of their human (or automated) master.

Autonomous and Agents act proactively and independently in performing their specified tasks (i.e., human

proactive behavior involvement is not required).

The Variables

Domain expertise Agents are domain-specific experts (i.e., a printer diagnostic agent is thoroughly familiar
with the techniques for analyzing problems with a given printer, while an emarketplace
trading agent understands how and when to bid on a given item.

Mobility Agents can be stationary and operate within a constrained environment, or they can be
mobile and migrate over the network to perform their delegated functions.

Security The vast majority of agents adhere to some form of security scheme (e.g., digital
certificates). The exception is the malicious virus.

Intelligence The definition of intelligence is one of the more loosely defined terms used in conjunction
with agent behavior. Today's agents fall into one of two classes: The most common class of
agent operates within the context of user-defined constraints. The second class can alter its
behavior based on experience (i.e., the agent has the ability to learn) or, alternatively, provide
experienced-based feedback that allows changes to be effected.

Agent-agent Agents display a range of socialization. Some agents function unilaterally, without the

collaboration assistance of other agents. Others work collaboratively, each with its own goals, yet working
together toward a larger end.

Agent-environment Agents do not operate in a vacuum but within various software environments and domains.

collaboration As such, agents must be able to communicate with various elements in that domain
(assuming, of course, security privileges allow it).

Source: IDC, 2001
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As was proven by Java, a fast-track
technology can be extremely difficult to
manage from a standards perspective.

Reputable vendors recognize the
potential exposure associated with
privacy and security issues and are
doing everything within their power and
means to provide a safe and secure
agent-enabled environment,

Management additions have also
included sales and marketing managers
who will take the Tryllian message to
the U.S. and European markets.

Agents on the Move

Standards. The industry has already recognized the need for stan-
dards, and the European-based Foundation for Intelligent Physical
Agents (FIPA at www.fipa.org) was founded in 1996 to form
critical agent-oriented standards. Developing agent standards is
nontrivial for multiple reasons. As domain-specific entities, agent
characteristics will vary dramatically from domain to domain.
The high-growth potential is also a factor. As was proven by Java, a
fast-track technology can be extremely difficult to manage from a
standards perspective.

Agent-to-agent interoperability. Although it may be virtually
impossible to standardize every aspect of agent technology, one
essential area, and an area where FIPA is extremely active, is the
interoperability issue. In a CyberSmart environment comprised of
multiple companies and multiple systems, the need for collabora-
tion between different agents from different vendors becomes
mandatory. Using the history of messaging systems as an example,
it was only when the industry began focusing on a limited subset
that the doors opened to a much freer flow of information. FIPA
hopes to avoid a repeat of those painful lessons.

Privacy and security. With the increasing use of agents in ebusiness
scenarios comes the potential for these agents to gain access to
extremely sensitive data. Because agents do no more or less than is
programmed into their behavior, one of the real questions becomes
the ethics and scruples of the company that creates the agents
and uses the information obtained by the agents. Another question
lies in the transfer of information over the Internet and its vulnera-
bility. Reputable vendors recognize the potential exposure associated
with privacy and security issues and are doing everything
within their power and means to provide a safe and secure agent-
enabled environment.

Tryllian: Agents on the Move

Founded in March 1998, the Tryllian vision is to be a leading innovator
in mobile agent technology and open the technology to forward-looking
companies that can see this technology’s potential. To that end, the com-
pany marries a forward-looking technology vision with an aggressive
practicality demanded by today’s corporate Internet initiatives — a
philosophy reflected throughout the company’s products.

Corporate Introduction

Financials. The company is privately held and venture-capital-
funded. Tryllian received its first round of venture capital funding

from NPM Capital and Twinning Seedfund B.V. in 1999.

Management team. As might be expected, the core management
team is small and technology-heavy, although some changes are
occurring. Management additions include sales and marketing

IDC
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To help penetrate both the European and
U.S. markets, Tryllian maintains a
presence in both geographies.

In a highly graphic environment, a
Gossip user first specifies an area of
interest and then sends an agent out to
retrieve topical information from generic
user-specified sources.
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managers who will take the Tryllian message to the U.S. and Euro-
pean markets.

*  Product strategy. Tryllian provides an integrated Java-based devel-
opment, deployment, and management framework that its
customers can use to create secure, robust, agent-enabled applica-
tions. Essentially, Tryllian provides the underlying agent-enabled
platform and related services, while the Tryllian customer (typically
in conjunction with Tryllian support services) adds the domain-
specific intelligence.

Tryllian initially offered pure agent-oriented services; however, as
the company continues to move into different environments with
its various customers, it is also adding commonly used horizontal
and vertical functionality to a growing library of services.

In addition to selling its ADK to developers, which will develop
and host their own applications, Tryllian will also develop and host
applications for companies wishing to use agent technology but
that do not wish to develop and/or host their own systems.

* Sales strategy. To help penetrate both the European and U.S.
markets, Tryllian maintains a presence in both geographies. The com-
pany’s corporate headquarters is in Amsterdam, and its U.S. head-
quarters is in San Jose, California. The sales and marketing efforts
currently target two primary audiences in both Europe and the
United States. One group is the large and/or influential corporation.
Here the company is rightfully seeking to build credibility within the
end-user IT community. Concurrently, to build volume, Tryllian’s
channel strategy targets software independents, system integrators,
and so on. The good news for both of these communities is that the
company is obviously committed to ensuring the success of these
initial technology initiatives.

The Tryllian Product Suite
Although the company’s flagship products are its ADK and its Agent

Runtime Environment (ARE), we would be remiss not to mention
Tryllian’s free, downloadable Gossip — a Tryllian-built intelligent Web
surfer and a superb visual and functional demonstration of proactive
and autonomous mobile agent behavior. In a highly graphic environ-
ment, a Gossip user first specifies an area of interest and then sends an
agent out to retrieve topical information from generic user-specified
sources (i.e., search engines, databases, other agents) — with instruc-
tions to terminate the search after a specified period of time. For those
who are new to agent technology, Gossip is a “must see.” Equally
important to development organizations that want to look under the
covers and see how it is done, Tryllian provides the source for Gossip
— both for educational purposes and optionally for additional cus-
tomization if appropriate to its customers’ needs.

7 Agents on the Move



The Tryllian Environment

The Tryllian environment comprises two main functions (see Table 2):
an agent development environment that employs Tryllian’s agent con-
structors and foundation classes and an agent runtime environment
that then manages the “live” agents and provides the essential system
services needed by those agents (security services, messaging services,
transport services).

Table 2
Tryllian Agents at a Glance

Development essentially involves
expanding these foundation classes
with customer-specific Java application
code.

Agents on the Move

The Constants

Goal oriented

Delegated responsibility Full compliance

Autonomous and proactive

behavior

The Variables

Domain expertise Domain expertise is typically added by customer in conjunction with Tryllian support
personnel or procured from Tryllian.
Tryllian also continues to add to its domain-specific software library.

Mobility Optimized for mobile behavior, although stationary agents can be implemented.

Security Agent-specific controls, as well as support for digital certificates

Intelligence Agent intelligence typically added by customer in conjunction with Tryllian support
personnel or procured from Tryllian.
Tryllian also continues to add to its domain-specific intelligence.

Agent-agent collaboration Optimized for local and remote agent collaboration, although unilaterally functioning
agents can be implemented.

Agent-environment Optimized for execution in a Java environment, either Unix or NT.

collaboration

Source: IDC, 2001
Development

In its Agent Foundation Classes, Tryllian provides a full selection of
agent templates. Development essentially involves expanding these
foundation classes with customer-specific Java application code. Cur-
rently this process is coding-intensive; however, Tryllian is investigating
various graphical constructors and plans to introduce these capabilities
at a later date. More important, while the graphic facilities are not yet
there, the functionality is, and IT development organizations have access
to a broad gamut of agent-based capabilities, including the following:

i

IDC



Although true mobility may be desirable
in certain situations, messaging between
Stationary agents may be more
appropriate in other situations.

A second level of security can be applied
when remote agents need to
communicate with one another. Here,
Tryllian supports the creation and
validation of digital certificates.

Although the Java platform debugging
API (JPDA) can be used in the testing
phase, a higher level of testing is
available through Tryllian's “inspectors."

Because the commercial application of
agent technology is so new, Tryllian is
working with its customers to determine
what facilities should be available in a
management tool.
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*  Mobility. This is a keystone characteristic of Tryllian agents. If the
agent is moving to a different location on the same system (e.g., into
a different discussion group or trading session), only the agent’s data
and state information need be moved. If the migration is to a remote
location, the agent’s code must also be transported. Tryllian provides
the services that realize these different migration scenarios.

*  Messaging. Although true mobility may be desirable in certain
situations, messaging between stationary agents may be more appro-
priate in other situations. For example, a diagnostic agent that has
determined the problem with a printer has no need to migrate back
to the corporate knowledge base to retrieve the fix. A simple message
to a collaborating agent with access to that database should suffice.
For such collaboration, Tryllian provides a rich set of FIPA-based
messaging services utilizing XML-formatted plain text messages.
The combination of XML and plain text messages not only provides
for Tryllian-to-Tryllian agent collaboration but also offers the flexi-
bility needed for easy integration with other agent systems.

*  Security. Tryllian addresses the security issue on a variety of levels.
One level deals with the actions an agent is allowed to perform (e.g.,
whether it can or cannot communicate with other remote agents,
whether it can or cannot access various system resources, such as the
host’s database). This level of security is developer-defined when the
agent is created. A second level of security can be applied when
remote agents need to communicate with one another. Here,
Tryllian supports the creation and validation of digital certificates.

Testing

Although the Java platform debugging API (JPDA) can be used in the
testing phase, a higher level of testing is available through Tryllian’s
“inspectors.” These inspectors provide a higher-level view of the agent
environment and the operations and properties associated with the
agents in the environment. Developers can also utilize inspectors to
send messages directly to an agent and evaluate the agent’s behavior in
response to that message, to create (or remove) agents, to alter agent
and environmental properties, and to trace the developer-selected
actions performed by an agent.

Management

Where Tryllian’s testing facilities are designed for the preproduction
phase, management facilities provide insight into and the ability to
adjust certain parameters in the production system. Targeted primarily
for use as a system administration tool, this facility provides facilities
such as sets and inspects system properties and notifies the administra-
tor of agents that violate their security privileges. Because the commer-
cial application of agent technology is so new, Tryllian is working with
its customers to determine what facilities should be available in a man-
agement tool.

Agents on the Move



IDC believes Tryllian sits on the brink of
an explosion in market demand.

With the advent and global acceptance
of the Internet and the precepts
comprising IDC's CyberSmart
Computing, the opportunities for the
Judicious application of agent
technology have skyrocketed.

Agents on the Move

Opportunities and Challenges

IDC believes Tryllian sits on the brink of an explosion in market
demand. The challenge will be for this small company to gain visibility
within the market. Agent technology is surprisingly unique in that the
industry publications have not yet picked up and focused on the tech-
nology. Such disinterest essentially removes one of the classic vehicles
used to reach prospects.

Given the relative newness of agent technology in non-network-
management environments, Tryllian must play the role of evangelist,
as well as technology provider. Add the current efforts involved in
strengthening the company’s sales and marketing organization, and the
Tryllian plate is quite full.

That said, Tryllian not only has the technology but also is being used
successfully in commercial installations. Although agents will be a new
concept for many IT organizations, their extensive use in network
management, plus an almost intuitive appropriateness as a solution to
certain issues, legitimizes the technology.

Summary and Conclusion

In the annals of computing history, agent technology has previously
(and rightfully) been tagged as a technology solution looking for a
problem to solve. With the advent and global acceptance of the Internet
and the precepts comprising IDC’s CyberSmart Computing, the
opportunities for the judicious application of agent technology have
skyrocketed. Yes, there are barriers to overcome. However, as Tryllian
and its customers prove that mobile agents provide secure, robust
commercial value, the barriers will ultimately fall. For market and
technology-aggressive companies that see and understand this value,
the competitive opportunities are enormous, and such companies
would do well to look at Tryllian’s agent technology.
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