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Introdu
tionThis do
ument provides a guideline for those, either developers or users, whowant to deal with the Aglets mobile agent platform.Originally developed at the IBM Tokyo Resear
h Laboratory, Aglets wasappre
iated for its 
lear and easy to use API, good modularity and design.Sin
e the initial e�ort of IBM, several versions of Aglets have been released,until the proje
t be
ome o�
ially open sour
e and hosted at Sour
eForge.This was the time when the release 2 be
ome the o�
ial release (releases1.x were on 
harge of IBM). In 2004, when the latest release was 2.0.2, theproje
t administrator 
hanged, and new 
ommits were done on the CVStowards the 2.1 release, that is still not available as an installable pa
kage.Sin
e a while there was not o�
ial do
umentation about the Aglets Soft-ware Development Kit, and this is the main reason why this do
ument hasbeen 
reated. Moreover, it must be took into a

ount that due to the �rstdevelopment of the IBM laboratories, there is on the Internet a bit of 
on-fusion about the platform versions and do
umentation. This manual wantsto substitute and 
on
entrate most of the do
umentation, being �the entrypoint� for everyone who wants to start using Aglets. Of 
ourse, as the plat-form itself, this manual is always under 
onstru
tion, thus you should 
he
kperiodi
ally for newer versions.Sin
e des
ribing Aglets is not a trivial task, due to its 
omplexity, thisdo
ument starts looking at what really la
ks in the available do
umentation:how to install the server, how to write sample (and simple) aglets, howto manage server 
on�guration et
. We hope this manual will, one day,substitute all other do
uments available. It has not yet rea
hed that level, infa
t you will not �nd here information about 
on
epts like proxies, messages,et
. This means that, before you start developing agents, you have to 
onsultthe Aglets Working Draft (left un�nished) athttp://www.resear
h.ibm.
om/trl/aglets/spe
10.htmjust to learn basi
 
on
epts about a
tivation/dea
tivation, message passing,et
. It is expe
ted that this manual will in
lude all the relevant Agletsinformation/do
umentation, in
luding and uptating the 
on
epts explainedin the Aglets Working Draft referred to above.3



On-line Resour
esThere are not a lot of do
umentation and examples available on-line, andfurthermore they are often quite old. It is for this reason that 
omes thismanual. However, if you need further help, you should take a look at theAglets web site: http://aglets.sour
eforge.net. There you 
an �nd informa-tion and do
umentation about the Aglets proje
t, and of 
ourse about theAglets mailing lists. So far, Aglets provides four mailing lists:
• aglets-users:around usage of the ASDK (installing and running the server, devel-oping aglets);
• aglets-developers:around development of the ASDK (proposing new features, 
oordinat-ing the laun
h of new releases);
• aglets-
ommit:informs about the CVS 
ommits and new available releases;
• agletsnet-users depre
ated :a mailing list related to the aglets-net proje
t, a 
olle
tion of Aglets-based appli
ations.A
tually, mailing lists are the fastest and easiest way to get help aboutAglets.About this do
umentThe �rst version of this do
ument has been written by Lu
a Ferrari usingLATEX. Raimondas Berniunas improved the �rst version 
orre
ting somemistakes. Thomas Herlea also helped with the manual and re-organized theCVS stru
ture of both do
umentation and sour
e 
ode. Fernando G. Tinettihelps improving the manual sin
e Nov 2008.This do
ument is under the Aglets CVS repository, and the latest versionof the do
ument 
an be obtained via anonymous 
he
kout as follows:export CVSROOT=:pserver:aglets.
vs.sour
eforge.net:/
vsroot/aglets
vs 
o do
sThe do
ument will be in the do
s subdire
tory and is named manual.tex; inorder to build a dvi version you have to run LATEXtwi
e, and then optionallyto run a dvi-posts
ript 
onverter as follows:latex manual.texlatex manual.texdvi2ps manual.dvi manual.ps 4



People who want to 
ollaborate on this do
ument (�xing mistakes, addingimages or 
ode samples, et
.) 
an 
onta
t 
at4hire�users.sour
eforge.net or
an post a message to the aglets-developers mailing list.
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Chapter 1Mobile Agents: Introdu
tionand Con
eptsAgents are autonomous and so
ial entities used to develop 
omplex appli-
ations. The idea behind the 
on
ept of �agent� is the one of an a
tiveand autonomous module that 
an work 
ooperating and/or 
ompeting withother modules/agents and the sorrounding environment. In other words, anagent is a pie
e of exe
utable 
ode that, during its life, exe
utes one or moretask 
oordinating with other entities (e.g., other agents and the surroundingenvironment). Therefore, at �rst look, agents 
ould be thought as a set ofpro
esses, ea
h running alone; however, agents have some properties di�er-ent from a �simple� pro
ess. In parti
ular agents are so
ial, that means theyare prone to 
ommuni
ate with other agents (e.g., by mean of messages).Of 
ourse, even pro
esses 
an 
ooperate ea
h other, but the idea is that
ommuni
ation among agents is simpler and more natural.Agents 
annot live by theirselves, but must rely on a spe
i�
 environ-ment, 
alled Agent Platform (AP) that is in 
harge of providing agents aset of resour
es and of 
ontrolling the agents life 
y
le. The Agent Platforma
ts therefore as a framework, where agents are the 
omponent that 
an beinstalled and run on top of it. Thanks to this ar
hite
ture, agents resultsmaller and lighter if 
ompared to normal pro
esses. The Agent Platform
ontrols the agent life
y
le, de
iding when an agent must be started andstopped (these usually depends on a user request), must be destroyed, mes-sages must be delivered to, and so on. Moreover an Agent Platform is in
harge of keeping the state of ea
h agent, as well as providing an unique wayto identify ea
h agent. Of 
ourse, the AP provides a set of tools to allowusers and developers to deal with all the platform 
apabilities. Last but notleast, the Agent Platform usually represents a �front-end� for agents thatwant to gain host resour
es (e.g., �les); this means that generally speakingthe Agent Platform 
ontrols the resour
es a

essed by agents.6



1.1 Mobile AgentsA spe
ial kind of agents are those 
alled mobile, a type of agents that 
anmove spountanously between two or more di�erent Agent Platforms. Mo-bility is a very important feature, sin
e enhan
e agents allowing them tomigrate a
ross the hosts of a network. Thanks to mobility, the agent (i.e.,the running pro
ess) 
an move towards the data instead of migrating thedata near to the pro
ess or requesting remotely the data. Sin
e agents areoften smaller than the data they are going to work on, mobility 
an leadto a bandwidth saving. There are other situations where mobility is funda-mental: for instan
e agents 
an migrate from a 
orrupted or halting host toanother one in order to 
ontinue their 
omputations, thus surviving to hostproblems.In order to support mobility, the Agent Platform must provide a set ofdedi
ated servi
es in order to support the migration in both dire
tions (inand out the platform), as well as remote messaging between lo
al agentsand migrated (i.e., remote) ones. A platform that supports mobile agents is
alled Mobile Agent Platform (MAP).Aglets is a Mobile Agent Platform, and an installation is usually
omposed of the following indipendent parts:
• Aglet Mobile Agent Platform (Aglets MAP): is the 
ore platform, ableto manage mobile agents.
• Tahiti : is the main server in 
harge of managing the mobility of agents.It 
omes with a Graphi
al User Interfa
e (GUI) that helps administra-tors taking 
are of running agents.
• Aglets Software Development Kit (Aglets SDK - ASDK): is a librarythat provides developers all the fa
ilities required to write mobile agents
ompliant to the Aglets MAP.If you want to host agents on your ma
hine, you need to run the MAP,that a
ts as a daemon waiting for new agents to be 
reated. Agents 
an be
reated lo
ally or 
an be re
eived from a remote MAP; in the latter 
asethere is not a real �agent 
reation�, sin
e the agent already exists somewhere(in the remote MAP) and is just transferred to the lo
al MAP.If you are interested in the development of mobile agents, you need onlythe ASDK, even if it is strongly suggested you install also the MAP in orderto test your agents.1.1.1 Strong Mobility vs. Weak MobilityThere are two main kinds of mobility to take into a

ount: strong and weak.The latter is the simple one, and requires that only exe
utable 
ode mi-grates, without any parti
ular information about the exe
ution of the 
ode7



itself. This means that it is like you send a program (e.g., an agent) to aremote host, so that su
h agent is re-started from the beginning. Strong mo-bility, instead, requires that also the information about the exe
ution stateis migrated along with the 
ode. Having su
h information, it is possible to
ontinue (not re-start) the pro
ess on the remote destination exa
tly fromthe same exe
ution point.To better understand the above 
on
epts, 
onsider the following simplemeta-
ode example:for( int i = 0; i < 10; i++){migrate( remoteHosts[i℄ );} While the above 
ode is running, the program (or the agent) exe
utesthe for 
y
le, and at the very �rst step a migration is required. On
e on theremote destination, if the mobility adopted is strong, the 
ode will 
ontinuewithin the for loop, so exe
uting the se
ond step migration. In the 
ase ofweak mobility, instead, the program will start from an entry-point de�nedwithin the 
ode, for instan
e a standard method, and will probably re-exe
utethe same 
y
le over and over.Aglets supports only the weak mobility, and this is not a proper limitationof the MAP implementation, rather a limitation of the Java ar
hite
ture. Infa
t, almost all the Java MAP support only the weak mobility. The reasonbehind this is that there is no support in Java to get enough informationabout the exe
ution �ow (i.e., sta
k tra
e, program 
ounter, registers, andso on), so there is no way to restore a 
omputation from the same point aftera serialization. As a proof of this, the Thread 
lass itself is not serializable,and so 
annot be transmitted over the network.In order to partially overtake the above limitation, Aglets ensures that anagent will keep its Java state (i.e., the values of its inner variables) amongmigrations (at least if the Java state is serializable). Moreover, when theagent is going to be exe
uted on the remote ma
hine, the exe
ution willstart from a well de�ned entry point (a method), and no re-initialization willhappen (in order to not override the 
urrent agent state).1.2 Agents and ProxiesIn the Aglets MAP an agent is simply an obje
t, that is the instan
e of a
lass, on whi
h a thread exe
utes on. This approa
h is very similar to theone of the applets or servlets: an agent is simply a 
omponent on whi
h athread performs some methods in order to make it a
tive.The Aglets SDK provides the base 
lass for making agents, that is theAglet 
lass, that must be extendend in order to provide a spe
i�
 agent8



behaviour. Overriding methods of the base 
lass and de�ning di�erent be-haviours when events and messages 
ome, the sub
lass de�nes the behaviourthe agent will have. Please note that, as opposite to standard Java obje
tmanagement, an agent 
reation is managed by the platform, so there is notneed expli
itly 
all a 
onstru
tor; similarly the finalize method 
all will bemanaged by the platform itself.An agent should not make any assumption on the thread that is as-signed to it, sin
e the platform, for e�
ienty reasons, 
ould pool threadsand dynami
ally assign them to the exe
ution of an agent's method. Thisalso means that on the same agent 
ould run, at di�erent times, di�erentthreads. However, the platform ensures that only one thread at a spe
i�
moment will be a
tive on an agent, so there is no need for syn
hronization.Agents 
annot dire
tly referen
e other agents, so it is not possible foran agent to handle a �pointer� to another agent. This is done for se
urityreasons: having a �pointer� to another agent allows a mali
ious agent toperform method 
alls on the referen
ee and, therefore, to indu
t spe
i�
behaviours that are not under the 
ontrol of the platform. However, as statedbefore, agents are so
ial entities, and thus they must be able to 
ommuni
ateea
h other. In order to allow agents 
ommuni
ating, keeping a good level ofse
urity, the Aglets platform exploits the proxy pattern. A proxy is an obje
tthat masquerades another obje
t (its owner) and that forwarders method
alls to its owner. So, in the Aglets platform, agents are hidden by proxies,and other agents 
an send messages or perform method 
alls against theproxy, having the proxy to forward su
h method 
alls on the owner agent.Advantages of this te
hnique are that the agent are always prote
ted, beinginvisible, and that the system 
an 
reate and manage a lot of proxies for thesame agent without breaking the agent prote
tion. Moreover, the disposingof a proxy does not 
auses the disposing of the agent it is masquerading. Infa
t, the Aglets MAP is the only one 
omponent that keeps a referen
e toagents, avoiding thus that the Java garbage 
olle
tor 
olle
ts agents if otheragents are not 
ommuni
ating (i.e., handling any kind of refen
e) to them.Summarizing, it is important to note that agents are 
reated and managedby the MAP, while proxies represents �handles� to other agents, thanks towhi
h agents 
an 
ommuni
ate ea
h other.

9



Chapter 2InstallationThis 
hapter des
ribes how to install and run for the �rst time the Aglets2 platform. Please 
onsider that Aglets 2 is shipped with both the ASDK(Aglets Software Development Kit) and the run-time environment. The for-mer is the Aglets library, that allows developers to 
ompile Aglets-basedappli
ations; the latter is a set of pre-built agents and programs used toimplement a stand-alone platform, thanks to whi
h you 
an exe
ute anddispat
h agents on your ma
hine.To run the Aglets platform you need at least a Java 2 Run-time Envi-ronment (JRE), even if it is re
ommended to install the full Java 2 Sour
eDevelopment Kit (J2SDK), whi
h allows you to 
ompile agents. This 
hapterdoes not 
over how to get and install the JRE or the J2SDK; for informa-tion about Java see the SUN web site: http://java.sun.
om. Aglets 
an beinstalled on a Unix/Linux system, Mi
rosoft Windows and Ma
 OS X. Moregenerally, ea
h ar
hite
ture able to run the Java 2 platform is a possibletarget on whi
h install Aglets.The following paragraphs show how to install Aglets from the three avail-able forms: binaries, CVS, sour
es. In the following, the installation underUnix will be shown, even if the steps are the same for all other supportedplatforms. It is assumed that you have all required Java 
ommands in yourPATH, thus they 
an be exe
uted starting from their short name. Pleaseread the se
tion on binaries whi
hever form you 
hoose to install, sin
e itis the more detailed one and des
ribes the dire
tory stru
ture, exe
ution of
ommon 
ommands and so on, whi
h are also used in the other two se
tions.2.1 Installing binariesThis is the re
ommended way, sin
e 
ompiled pa
kages 
ontain stable ver-sions of the platform and of the library (ASDK). If you are not a developer,you should install Aglets starting from 
ompiled pa
kages. Both the li-brary and the platform are shipped within a single �le, a jar ar
hive (Java10



AR
hive), with a name that re�e
ts the version of Aglets it 
ontains. In thefollowing we will refer to the version 2.0.2 of Aglets (the latest stable at themoment of writing), whose ar
hive �le is:aglets-2.0.2.jarThe following steps detail how to install Aglets starting from the abovear
hive.1. De
ompress the ar
hive:Sin
e Aglets 
omes as 
ompressed ar
hive, you need �rst to extra
tthe �les from it. The �les are not grouped into a single folder in thear
hive, thus it is better to 
reate a 
ontainer dire
tory for your agletinstallation (for example /java/aglets). Copy the ar
hive �le into it,
hange dire
tory to it and exe
ute the jar 
ommand like this:jar xvf aglets-2.0.2.jarDuring the de
ompression you will see a few of lines s
rolling on thes
reen, indi
ating what is being extra
ted:lu
a�linux:/java/aglets> jar xvf aglets-2.0.2.jar
reated: META-INF/extra
ted: META-INF/MANIFEST.MF
reated: bin/extra
ted: bin/agletsd.bat.inextra
ted: bin/agletsd.inextra
ted: bin/antextra
ted: bin/ant.batextra
ted: bin/build.xmlextra
ted: bin/daemon
ontrol.bat.inextra
ted: bin/daemon
ontrol.inextra
ted: bin/l
p.bat
reated: 
nf/extra
ted: 
nf/aglets.propsextra
ted: 
nf/agletslog.xmlextra
ted: INSTALL.html
reated: lib/extra
ted: lib/jaxp.jarextra
ted: lib/tahiti.propertiesextra
ted: lib/log4j.jarextra
ted: lib/parser.jarextra
ted: lib/aglets-2.0.2.jarextra
ted: lib/ant.jarextra
ted: lib/
rimson.jar... 11



On
e you have extra
ted the ar
hive, you should see a set of subdire
-tories as follows:
• bin 
ontains exe
utable programs for the Aglets 2 platform, su
has the daemon in 
harge of re
eiving in
oming agents. Further-more it 
ontains �les required by further installation steps;
• 
nf 
ontains 
on�guration �les for the Aglets platform;
• publi
 
ontains a few examples of agents, and should be your rootdire
tory as base of your own agents;
• lib 
ontains the Aglets 2 library (as a jar ar
hive) and other li-braries required by the Aglets te
hnology.2. Install the platform:To install the platform you need to run Apa
he Ant, a tool expresselymade to 
ompile and install Java appli
ations. Aglets 2 is shipped witha version of Ant that is suitable to install the platform, neverthelessit is possible to use another version of Ant (a version greater than1.5 is re
ommended). Che
k the Ant proje
t web site at the Apa
heFoundation site http://www.apa
he.org to get more information aboutAnt.To install Aglets with the shipped Ant, you need �rst to enter the bindire
tory, where the Ant build�le build.xml is present, and then runant like this:lu
a�linux:/java/aglets> 
d bin/lu
a�linux:/java/aglets/bin> 
hmod 755 antlu
a�linux:/java/aglets/bin> ./antBuildfile: build.xml...BUILD SUCCESSFULTotal time: 8 se
ondsDuring the library build/installation you will see messages 
oming fromthe Aglets maintainer about the 
urrent version; please read them sin
ethey might 
ontain information not yet reported in this manual.3. Set up poli
y:Like other Java appli
ations, the Aglets server requires entries in theJava poli
y �le (usually �/.java.poli
y) to open so
kets, exe
ute a-gents, a

ess lo
al �les and so on. You 
an 
opy entries dire
tlyfrom the �le bin/.java.poli
y (of the Aglets installation) in your�/.java.poli
y or you 
an ask Ant to do it for you. This is the re
-ommended way, sin
e it 
an 
hange depending on administrators wills12



and sin
e is a more transparent and standard way. Furthermore, Antwill install a base keystore for you. Aglets requires a keystore in or-der to 
ontain keys for se
ure agent migrations; usually the keystore is
ontained in the �/.keystore �le.To install both the poli
y entries and the keystore in your home dire
-tory, laun
h ant spe
ifying the install-home option:lu
a�linux:/java/aglets/bin> ant install-homeBuildfile: build.xmlinstall-home:[e
ho℄ Copying .java.poli
y file...[
opy℄ Copying 1 file to /home/lu
a[e
ho℄ Copying .keystore file...[
opy℄ Copying 1 file to /home/lu
aBUILD SUCCESSFULTotal time: 1 se
ondSe
urity note:Please 
onsider that both the poli
y entries and the keystore �le aremeant to allow Aglet users to qui
kly and easily start using the plat-form; you should strengthen the se
urity before running the Agletsplatform in a produ
tion environment.4. Set up environment variables:In order to get the Aglets platform running, you should set the fol-lowing environment variables to the installation dire
tory of Aglets:AGLETS_HOME and AGLETS_PATH. Furthermore, to run the Aglets plat-form in a more 
omfortable way, add the bin dire
tory of the Agletsinstallation to your PATH. If you are running a Unix-Linux system withBash, you 
an do the following:export AGLETS_HOME=/java/agletsexport AGLETS_PATH=$AGLETS_HOMEexport PATH=$PATH:$AGLETS_HOME/binwhile in a Mi
rosoft Windows system you 
an do:set AGLETS_HOME=
:\java\agletsset AGLETS_PATH=%AGLETS_HOME%set PATH=%PATH%;%AGLETS_HOME%\binor you 
an 
on�gure environment variables from the 
ontrol panel.13



5. Run the Aglets server:On
e you have installed the Aglets platform and the keystore, you
an run the default Aglets server, whi
h is 
alled Tahiti. Tahiti 
an beexe
uted through the 
ommand agletsd, that starts the Aglets server.If authenti
ation does not matter, it's worth laun
hing the server withthe properties �le supplied with the binaries:lu
a�linux:/java/aglets/bin> agletsd -f ../
nf/aglets.propsWithout the properties �le Tahiti will ask the user to authenti
ateat every startup and server reboot (see �gure 2.1). If the user hasinstalled the default keystore the username 
an be either anonymous
Figure 2.1: Tahiti login window.or aglet_key and the password is aglets. If a keystore with 
ustom keysis used, the user name is the alias of a key and the password is thepassword of the keystore. On
e the user has logged in, the Tahiti mainwindow is displayed (see �gure 2.2). Within this window the user 
an

Figure 2.2: Tahiti main window.manage the server, 
reate, and dispose agents, get server informationand so on. 14



Do not worry too mu
h if, at start time, the agletsd 
ommand showsa few warnings like the following:AgletRuntime is requested to get unknown user's 
ertifi
ateSignature of shared se
ret is in
orre
t.se
ret is null.[Warning: The hostname seems not having domain name.Please try -resolve option to resolve thefully qualified hostnameor use -domain option tomanually spe
ify the domain name.℄These are warnings related to your network 
onne
tion, and you willsee how to �x them in further 
hapters.Please note that the Tahiti main window gives information about theserver; it su�
es to look at the main window title to know whi
h portthe server is listening on (by default 4434) and within who is running(the username).To stop the server, simply 
li
k on either the 
lose button in the windowtitle bar (usually an 'x') or sele
t Exit from the Aglet menu. In both
ases, Tahiti will ask you for a 
on�rmation (see �gure 2.3); 
li
kingon 'OK' will shutdown the Aglets server (killing all running agents and
Figure 2.3: Con�rmation required for server shutdownfreeing resour
es), 'Can
el' will leave Tahiti running and 'Reboot' willfor
e a server restart.2.2 Installing from CVSYou 
an install the Aglets platform from the CVS repository. Thefollowing are the required steps:(a) Create the dire
tory for the repository:You need to 
reate a dire
tory playing as a 
ontainer for theCVS repository. In this dire
tory you will download a 
opy ofall sour
es 
urrently in the CVS repository.15



(b) Log in to the CVS server:To log in to the CVS server do the following:lu
a�linux:/java/aglets/bin> 
vs-d:pserver:anonymous�
vs.sf.net:/
vsroot/agletsloginThe server will respond withLogging in to:pserver:anonymous�
vs.sf.net:2401/
vsroot/agletsCVS password:No password is required for anonymous a

ess, so simply leave itblank. After the login, the 
ommand prompt of your shell will beshown again. Now you are logged in the CVS server, and you 
andownload the sour
e tree.(
) Download the sour
e tree:You need to download from the aglets module, thus do:lu
a�linux:/java/aglets/bin> 
vs-d:pserver:anonymous�
vs.sf.net:/
vsroot/aglets
he
kout agletsThe system will download (or update if you have already a versionof the CVS repository) ea
h sour
e �le in the on-line repository,pla
ing �les into a subdire
tory with the same name of the module(in this 
ase aglets). After that you 
an logout doing:lu
a�linux:/java/aglets/bin> 
vs-d:pserver:anonymous�
vs.sf.net:/
vsroot/agletslogout(d) Compile the downloaded sour
e tree:The sour
e tree you have downloaded must be 
ompiled in or-der to build the Aglets library and platform. Enter in the sr
subdire
tory and run Ant there, you will see the 
ompilation ofall sour
es. At the end of the 
ompilation, the library and theplatform will be installed in the module dire
tory (i.e., the parentdire
tory of the sr
 one).2.3 Compile from the sour
eThe 
ompilation of the sour
e tree 
an be done easily throughAnt, as already des
ribed in the previous se
tions. On
e you havedownloaded the sour
e tree (either from HTTP or CVS), 
ompilethe whole tree entering in the tree dire
tory (the one that 
ontains16



a �le 
alled build.xml) and running ant, as already des
ribed inthis 
hapter.
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Chapter 3Using the Tahiti serverThis 
hapter des
ribes how to use the Tahiti server, that is the default serverfor the Aglets platform, in order to manage agents on your system.3.1 Tahiti GUIThis se
tion 
overs the use of the Tahiti GUI (Graphi
al User Interfa
e),that is used as default user interfa
e to the user when you laun
h the agletsd
ommand (see �gure 2.2). Tahiti presents a main window, with a menubar, a list of running agents, and toolbar. The main area of the windowis 
overed by the running agent list (�agent list� hen
eforth), whi
h givesinformation about agents. Most operations are aglet-dependent, that meansa
t on a spe
i�
 agent. To spe
ify to the server whi
h aglet you are referringto, you have to sele
t the agent from the agent list 
li
king on its row withthe mouse; the row will be
ome highlighted to notify that you are workingon that agent.Following se
tions 
over how to use Tahiti in both GUI and 
ommandline mode.3.1.1 The Aglet menuEntries of the Aglet menu are displayed also in the toolbar as buttons. Thismenu allows administrator to handle the agent life 
y
le: 
reating/disposing,dispat
hing/retra
ting, et
. (see �gure 3.1). Please 
onsider that a lot ofentries of this menu a
t on spe
i�
 agent instan
es, so you need to sele
t anagent in the Tahiti agent list before you 
an work on it. Ea
h entry of themenu is detailed in the following.
• CreateAllows administrators to 
reate new agent instan
es. On
e sele
ted, adialog window will appear, requesting to insert the agent 
lass name18



Figure 3.1: The Aglet menu.(fully quali�ed, with the name of the pa
kage), the URL and otheroptions (see �gure 3.2).In the 
reation dialog window you have to spe
ify the 
lass name of theaglet you want to 
reate. This 
an be spe
i�ed either manually writingthe 
lass name (with its pa
kage) in the Aglet name �eld or sele
tingan existing 
lass from the list of known agents. On
e you have insertedthe aglet name, you 
an 
li
k on the Create button to 
reate the newagent (a new row will appear in the Tahiti main window, spe
ifyingthe agent name and other information about it). The Add to list andRemove from list buttons allow users to insert and remove new agentnames in the known agent list. The Reload 
lass and 
reate buttonfor
es an instantation of the agent 
lass without using the 
lass loaders
a
he. This 
an be useful if you have modi�ed the agent 
lass and havealready loaded it.The Sour
e URL �eld 
an be useful to load agent whi
h 
lasses arenot in the aglet root (usually publi
). You 
an spe
ify the lo
ationstarting from whi
h the 
lass name should be found, thus the agentname results fully quali�ed by the URL and the 
lass name.
• DialogSends a message of the kind dialog to the sele
ted agent. This 
anbe useful to display user windows on request. For example, the agletHelloAglet shows a dialog window only if the Dialog option (i.e., a�dialog� message) is a
tivated, as shown in the following 
ode:publi
 void dialog(Message msg) {// 
he
k and 
reate a dialog box19



Figure 3.2: Agent 
reation dialog window.if (my_dialog == null) {my_dialog = new MyDialog(this);my_dialog.pa
k();my_dialog.setSize(my_dialog.getPreferredSize());}// show the dialog boxmy_dialog.setVisible(true);}publi
 boolean handleMessage(Message msg) {if (msg.sameKind("atHome")) {atHome(msg);} else if (msg.sameKind("startTrip")) {startTrip(msg);} else if (msg.sameKind("sayHello")) {sayHello(msg);} else if (msg.sameKind("dialog")) {dialog(msg);} else {return false;}return true;}
• DisposeThe Dispose entry allow administrators to kill a running agent. On
eyou have sele
ted an agent in the Tahiti agent list, and have 
li
ked20



the Dispose button (or have sele
ted the entry from the menu), Tahitiwill ask you a 
on�rmation before it pro
eeds (see �gure 3.3). If you
Figure 3.3: Con�rmation required to dispose an agent.are sure that you want to kill that aglet, 
li
k on the Dispose buttonin the dialog window, otherwise 
li
k on Close.

• CloneThe Clone entry allows administrators to 
reate an identi
al 
opy of arunning agent. Tahiti will show you a 
on�rmation dialog (see �gure3.4) where you 
an 
li
k on the Clone button in order to pro
eed. If
Figure 3.4: Con�rmation required to 
lone an agent.you do not want to 
lone the agent, 
li
k on Close. After 
loning thesele
ted agent, Tahiti will show a new row in the agent list, sin
e anew agent has been 
reated.

• Aglet InfoThis entry opens a dialog window with di�erent data related to theagent, su
h as the key, the owner ID, the 
reation date, 
lass name, et
.All the information about se
urity 
omes from the 
erti�
ate stored inthe keystore database (see �gure B), while the agent 
lass informationis that spe
i�ed at 
reation time. The dialog window (see �gure 3.5)does not allow users to modify the agent information. To 
lose thewindow 
li
k on the Close button.
• KillThis option is present in the menu only, and is similar to the Disposeone, ex
ept it for
es an agent to shutdown without waiting its disposingoperations. In other words, disposing an agent awaits the exit of the21



Figure 3.5: Main information about an agent.agent's 
leanup method, while killing an agent pro
eeds dire
tly tothe elimination of the agent from the server's data stru
tures. The killoption is useful for stopping unresponsive agents, su
h as those stu
k inin�nite loops, or to qui
kly terminate mali
ious agents, but disposingis preferred over killing for normal agent shutdown.
• ExitThe Exit option 
auses Tahiti to shutdown, disposing ea
h runningagent. Tahiti will ask the user whether a server shutdown or a serverrestart is desired and will o�er the option to abandon the exit.3.1.2 The Mobility menuThe Mobility menu allows 
ontrol over the migration of agents and theira
tivation/dea
tivation. Similarly to the Aglet menu, sin
e ea
h option workson a spe
i�
 agent instan
e, you need �rst to sele
t an agent in the Tahitiagent list. Ea
h entry of the menu is detailed in the following, the menu isshown in �gure 3.6.
• Dispat
hThis entry orders an agent to migrate to another Aglets platform.You need �rst to sele
t the agent instan
e to migrate, and then sele
tthe Dispat
h option. A dialog window will pop up, asking for thedestination URL (see �gure 3.7). The URL should generally use �atp�as proto
ol, from ATP - Agent Transfer Proto
ol, thus for example avalid URL 
ould be atp://somehost. If you are running a 
ouple ofTahiti instan
es on ports 4434 (default) and 5000, you 
an move the22



Figure 3.6: The Mobility menu.

Figure 3.7: The dispat
h dialog window.example agent DisplayAgent to the latter platform using a URL asatp://lo
alhost:5000. When you 
li
k on the Dispat
h button, youraglet will be sent to the destination platform. If, for some reason (theaglet 
annot migrate, is not serializable, et
.), the migration 
annot besu

essfully done, your agent will stay on the 
urrent platform and adialog window will notify to you the ex
eption (see �gure 3.8).The dispat
h dialog window o�ers to you the 
apability to store theURL to whi
h you are sending an agent to a list of known URLs, 
alledAddress Book. The buttons Add to AddressBook and Remove gives toyou the 
apability to add and remove entries (as URLs) from the abovelist. Please note that, until you add an URL to the addressbook, you will not be able to retra
t agents sent to that URL.23



Figure 3.8: An ex
eption during the migration o

urred.
• Retra
tThe Retra
t menu entry does the same thing as Dispat
h, ex
ept fromthe other end of the trip. While Dispat
h triggers an agent migrationfrom the starting point, Retra
t triggers it from the destination. On
esele
ted, the Retra
t option will show to you a dialog window as thatin 3.9. Often, retra
ting brings �ba
k home� a previously dispat
hed

Figure 3.9: The retra
t dialog window.agent, that is why the destination of agents that will later be 
alledba
k should be saved to the address book and that is why only serversfrom the Address Book are o�ered in the list from the dialog window.After sele
ting the server, Tahiti queries it about running agents andpresents them to the user in a list. After you have sele
ted the agentto bring over, you 
an 
li
k on the Retra
t button. Now the server willbe asked to send the 
hosen agent to this server and if the migrationis su

essful, you should see it running again on your platform.Not only agents previously dispat
hed to another server 
an be re-tra
ted. It is possible to start the steps for dispat
hing an agent, butto 
li
k on Can
el after the server has been added to the Address Book.The Address Book is persistent a
ross server shutdowns, so from themoment a server has been added and until it is removed, agents 
anbe retra
ted from it. Any agent 
an be sele
ted from a remote server's24



agent list, even agents that did not originate on the lo
al server andnever visited it. Whether the remote server 
arries out the retra
tionrequest or not depends on the prote
tions present on the remote server.
• Dea
tivateThis option for
es Tahiti to stop the exe
ution of the sele
ted agent,serializing it lo
ally, and deserializing when the agent is rea
tivated.Tahiti will pop up a dialog window (see �gure 3.10) where you 
aninsert a sleeping time (in se
onds) for the agent. Cli
king on the De-

Figure 3.10: The dea
tivate dialog window.a
tivate button 
auses the agent to be dea
tivated.
• A
tivateThis option makes the opposite of the Dea
tivate one: a
tivate a sleep-ing agent. The agent will be deserialized and its exe
ution will startagain. Please note that this 
ommand runs silently, and the only thingyou will see in the Tahiti window is a message in the status bar, thatnotify the a
tivation of the agent.3.1.3 The View menuThis menu (see �gure 3.11) o�ers a few tools to take 
are of what is going on:

Figure 3.11: The View menu.memory usage and Tahiti logs. In the following, ea
h menu entry is detailed.
• Memory UsageThis options opens a dialog window with a progress bar that shows thememory usage respe
t the Java run-time system (see �gure 3.12). Thered part of the bar represents the memory used by the Aglets platform,25



Figure 3.12: The dialog window that shows the memory usage.while the blue bar represents the memory still available from the Javarun time environment. The dialog window is managed by a separatedthread, thus the progression bar updates itself every se
ond.
• LogThis options opens the dialog window shown in �gure 3.13, that reportsa brief log of operations done by the Aglets platform (agent 
reation,

Figure 3.13: The log dialog window.dispat
hing, et
.). The Clear Log button 
auses the �ush of the log
ontent and its reset, thus a new 
lean log is used.
• Java ConsoleThis option is not available.3.1.4 The Options menuThis menu, shown in �gure 3.14, allows administrators to 
hange settings

Figure 3.14: The Options menu.about the whole aglet server engine, to set up prote
tions and poli
ies, andso on. In the following, a detailed explanation of ea
h entry is given.26



• General Preferen
eThis entry opens a dialog window that allows the user to set up globalpreferen
es, related to the start up of Tahiti and to its look and feel(see �gure 3.15). The Font se
tion allows the user to sele
t whi
h font

Figure 3.15: The general options dialog window.Tahiti should use to display information, with its style (e.g., bold) andits size (in points). The e�e
tive use of the sele
ted font depends onwhi
h fonts are available to the Java system. The List view se
tionallows to set up how Tahiti have to show agents in the agent list. Theorder 
an be as
ent/des
ent, and 
an be done by the agent 
lass name,the 
reation time, the event order (i.e., what happened to the agent),et
.The Startup se
tion allows you to sele
t a spe
i�
 agent to be loadedat the Tahiti start time. You have to 
li
k on the On Startup 
he
kbutton and then to enter the fully quali�ed agent 
lass name in thefollowing text �eld.The Clear Class Ca
he Now button of the Class Ca
he se
tion, allowsthe administrator to reset the 
lass loader's 
a
he, thus new instan
esof already loaded agents will be 
reated after a reload of their 
lass.This 
an be useful if you are testing an agent during development,when its 
lass(es) are 
hanging frequently.To apply all modi�
ations you have done through the above dialog,you have to 
li
k on the OK button, while the Close one will abandonthe modi�
ations. The Restore Defaults button reset any 
hanges tothe Tahiti default. 27



• Network Preferen
esThis entry opens a dialog window that allows users to manage net-work settings, like the use of proxies, HTTP tunneling, authenti
ationrequests, and so on. The dialog is shown in �gure 3.16.

Figure 3.16: The network preferen
es dialog window.The Http Tunneling se
tion allows you to spe
ify if Aglets should a
-
ept HTTP requests, if it must send agents through the http proto
ol(useful if you are running Tahiti behind a �rewall), and whi
h proxyshould be use. You 
an spe
ify either a DNS host name or an IP ad-dress, along with the port the proxy is a

epting 
onne
tions on. You
an also spe
ify a domain to whi
h to dispat
h agents without passingthrough the proxy, that means with a dire
t 
onne
tion.The Authenti
ation se
tion 
ontains several buttons to 
on�gure se
u-rity on in
oming 
onne
tions. The Do Authenti
ation on ATP Requests
he
kbox for
es, if 
he
ked, authenti
ation on ea
h in
oming 
onne
-tion over ATP, that means on ea
h in
oming agent.The Create a new shared se
ret button allows users to 
reate new se-
rets for a spe
i�
 domain. The button will open a dialog like the onein �gure 3.17. The user has to enter a domain and a 
ouple username(
alled alias) and password that must mat
h a 
ouple in the keystoredatabase.The Remove a shared se
ret button allows you to remove a se
ret bysele
ting it from the list of registered se
rets, as shown in �gure 3.18.Please note that you have to provide the password that holds the alias(i.e., the username) the se
ret has been 
reated with.28



Figure 3.17: Adding a shared se
ret.
Figure 3.18: Removing a shared se
ret.The Export a shared se
ret button opens a dialog as the one shown in�gure 3.19, that allows users to sele
t the domain the se
ret is asso-

Figure 3.19: Exporting a shared se
ret.
iated to, and to store it in a �le whi
h name is written in the Filename text �eld. On
e you have saved the se
ret in the �le, Tahiti willshow you a dialog window with the absolute path of the se
ret �le, formaking it easy to �nd (see �gure 3.20).The Import a shared se
ret button opens the dialog window shown in�gure 3.21, whi
h asks the user for the �le name of the se
ret to import.
• Se
urity Preferen
esThis entry opens a dialog like the one in �gure 3.22, that allows admin-istrators to set up Java permission for agents and other Java 
lasses.29



Figure 3.20: Tahiti gives you information about the full path of the se
ret�le.

Figure 3.21: Importing a shared se
ret.

Figure 3.22: The se
urity options dialog window.
30



Figure 3.23: The server preferen
es dialog window.The window is splitted in two main parts: on the left the user 
ansele
t the 
odebase of the Java 
lasses (either an agent or a normal
lass) for whi
h to use the permissions and prote
tions de�ned on theright. The use of this window is very similar to the use of the Javapoli
ytool program. Furthermore, sin
e it works like the Java se
u-rity me
hanism, all permissions will not be explained here; you 
an�nd more details on the Java 2 do
umentation. Modi�
ations will beapplied to the �/.aglets/se
urity/aglets.poli
y �le. Please take
are when using this option, sin
e it does not always work asexpe
ted; thus you should 
he
k that the poli
y �le has 
hanged.
• Server Preferen
esThis entry opens a dialog window (see �gure 3.23) that allows users toset a few parameters like the server publi
 root, that is the dire
torywhere Tahiti sear
hes for agents. Unfortunately, this option seems tohave a few bugs and does not work very well.3.1.5 The Tools menuThis menu gives users a

ess to a few tools more related to the Java virtualma
hine than to the Aglets platform itself. Figure 3.24 shows the menuappearan
e, while in the following you 
an �nd a detailed des
ription ofea
h entry.
• Invoke GCThe sele
tion of this entry will for
e a 
all to the Java garbage 
ol-le
tor, in order to for
e a memory 
he
k and to free no more usedobje
ts/agents. You 
an use this menu entry if you believe your sys-tem memory has not been freed, or after killing a large agent.
• ThreadsThis option 
auses Tahiti to dump a brief information about all ex-31



Figure 3.24: The Tools menu.isting threads in the JVM. The dump is displayed in the Java 
onsole(terminal), and is similar to the following one:{java.lang.ThreadGroup[name=system,maxpri=10℄}+ Threads- Thread[Referen
e Handler,10,system℄ alive- Thread[Finalizer,8,system℄ alive- Thread[Signal Dispat
her,10,system℄ alive- Thread[CompilerThread0,10,system℄ alive
• DebugThe only visible thing is the showing of the string �Debug o�� in theJava 
onsole. Probably this option was used to enable debug prints forTahiti 
omponents.
• Ref TableDoes not show anything. Probably it was a dump me
hanism for theTahiti and Aglets internal referen
e table.3.1.6 The Help menuThis menu does not provide a real help, rather 
redit information. Most ofthe entries are not working in the 
urrent release of Tahiti due to the absen
eof an external program, 
alled openurl, used to point the web browser to aweb page. For this reason, do not worry too mu
h if you see an ex
eption inthe Java 
onsole when you sele
t this menu entry.This menu will probably be �xed in a future release of the Aglets plat-form.
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3.2 The Tahiti 
ommand lineYou 
an run the Aglets server also from the 
ommand line. To enter in the
ommand line, spe
ify the -nogui option to the agletsd 
ommand. (it doesnot matter where the option is pla
ed respe
t the other parameters). Tahitiwill start in 
ommand line mode, asking for the username and the passwordas for the GUI mode.Starting Tahiti with the -no
onsole or -
ommandline parameter seemsno di�erent that starting it with no parameter. The -daemon parameterprobably starts the aglet server listening on a port to whi
h the 
ontrol
lient daemon
ontrol 
an 
onne
t.On
e the user is logged, Tahiti presents a 
ommand prompt that al-lows administrators to manage agents. The 
ommand line prompt is not sopowerful as the Tahiti GUI, but 
an be faster and 
an be used in extremesituations (e.g., when the X server 
rashes). You 
an ask for help writing�help�, and you will see a list of available 
ommands:> helphelp Display this message.shutdown Shutdown the server.reboot Reboot the server.list List all aglets in the server.prompt Display or 
hanges the prompt.msg on|off Message printing on/off.
reate [
odeBase℄ name Create new aglet.<aglet> dispat
h URL Dispat
h the aglet to the URL.<aglet> 
lone Clone the aglet.<aglet> dispose Dispose the aglet.<aglet> dialog Request a dialog to intera
t with.<aglet> property Display properties of the aglet.Note: <aglet> is a left most string listedin the result of list 
ommand.As an example, if you want to 
reate a new agent, you have to use the
reate 
ommand:> 
reate examples.hello.HelloAgletand the system will reply with a message showing the operation result, su
has:> Create : examples.hello.HelloAglet from atp://linux:4434/If you want to list all agents running in the platform, you have to use thelist 
ommand; the system will show a list of all agents (in the followingexample only one is running): 33



> list> aglet0 [examples.hello.HelloAglet℄The �rst word (�aglet0�) represent the agent identity, useful for other 
om-mands. For example, if you want to dispose the above agent you have tospe
ify the identity to the dispose 
ommand:> aglet0 disposeRemoved : aglet0> Dispose : examples.hello.HelloAgletFor a 
omplete list of available 
ommands, digit �help�. To exit from the
ommand line mode you have to shutdown Tahiti, that 
an be done with theshutdown 
ommand (without any option).
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Chapter 4Developing agents with AgletsThis 
hapter 
overs basi
 issues about developing agents with the Agletslibrary. In the following se
tion it will be shown how to 
on�gure maindevelopment environments to support Aglets, how to 
ompile and run yourown agents and how to explore the library API.An aglet (i.e., an agent able to run on the Aglets platform) is a simpleJava 
lass that must have as base 
lass 
om.ibm.aglet.Aglet. To de�nethe aglet behaviour you have to override methods of the base 
lass, at leastthe run() one, and that is all you need to get a 
omplete aglet.4.1 Con�guring your IDE to use the Aglets libraryThe Aglets library is 
omposed by a single jar ar
hive, aglets-x.x.x.jar,whi
h is installed in $AGLETS_HOME/lib, where x.x.x means the library ver-sion number (e.g., 2.0.2). In order to 
ompile your own agents, you musthave the above jar in your 
lasspath. The following subse
tions des
ribeshow to 
ompile agents with di�erent tools and IDEs.4.1.1 Using 
ommand line toolsYou 
an develop agents as you do with normal Java programs, that meansyou 
an write your Java �le(s) with your favourite editor, 
ompiling thenthem with the 
ommand line 
ompiler (e.g., java
, jikes). Supposing youhave 
reated and saved in a �le 
alled FirstAglet.java the following agent:
35



import 
om.ibm.aglet.*;publi
 
lass FirstAglet extends Aglet{ publi
 void run(){System.out.println("\n\tHello\n");}}you 
an 
ompile it from the 
ommand line, after ensuring you have theAglets library in your 
lasspath. For example, supposing you have the Agletsplatform installed in /java/aglets, you 
an do the following:export CLASSPATH=$CLASSPATH:/java/aglets/lib/aglets-2.0.2.jarin a Bash shell, or something like:set 
lasspath=%
lasspath%;
:\java\aglets\lib\aglets-2.0.2.jaron a Mi
rosoft Windows ma
hine.After that, just 
ompile your agent from the 
ommand line:java
 FirstAglet.javaEven if aglets are like other Java 
lasses, they 
annot be run as stand-alone programs, thus you have to run agents into the platform. Before that,you must make agents rea
hable by the platform itself, that means you musthave the agent (
ompiled 
lass) in the server publi
 root, that is by defaultthe folder publi
 of the Aglets platform installation. In other words, youhave to 
opy the 
lasses of your agents under the above folders, thus you 
anspe
ify the aglet 
lass name in the 
reation dialog (see �gure 3.2).Please note that adding the dire
tory where your 
lasses resides to theCLASSPATH variable will not work. It seems that Tahiti has a few bugs inthe management of 
lasses and 
lasspath.4.1.2 Using IBM E
lipseYou have to instrument E
lipse a

epting the Aglets library in the proje
tyou are working on. Supposing you have already de�ned a proje
t, stepsrequired to use the Aglets library are the following:1. sele
t Import from the File menu2. 
hoose the library:in the opened dialog window (see �gure 4.1), 
hose Zip �le and 
li
kon Next button. After that, you have to browse the lo
al �lesystem inorder to �nd the Aglets library jar (see �gure 4.2), then you have to
li
k on the Finish button. 36



Figure 4.1: Importing a pa
kage in E
lipse, step 1.3. test the library:you should now see the library pa
kages in the proje
t folder. Import-ing the pa
kage should give you no errors.4.1.3 Using Netbeans IDEThe Netbeans IDE uses an approa
h similar to the IBM E
lipse one: you haveto de�ne in ea
h proje
t jars that must be in
luded. To import the Agletslibrary, supposing you have already 
reated a proje
t, do the following:1. mount the library:right 
li
k on the proje
t name in the �le system view (usually on yourleft), and sele
t mount from the 
ontextual menu. In the submenu,sele
t Ar
hive, as shown in �gure 4.3.2. 
hoose the library:browse the lo
al �lesystem to �nd the library (see �gure 4.4, then 
li
kon the Finish button.3. test the library:you should now see the library pa
kages in the proje
t folder. Import-ing the pa
kage should give you no errors.4.1.4 Using JBuilderTo qui
kly enables the Aglets library in the Borland JBuilder, you have tofollow the steps below: 37



Figure 4.2: Importing a pa
kage in E
lipse, step 2.
Figure 4.3: Importing a pa
kage in Netbeans, step 1.

Figure 4.4: Importing a pa
kage in Netbeans, step 2.38



Figure 4.5: The JBuilder JDKs 
on�guration window.1. sele
t Con�gure JDKs from the Tools menu.2. 
hoose the library:push the Add button and browse your lo
al �lesystem in order to �ndout the Aglets library jar, and then sele
t it.3. 
he
k the importation of the library:on
e you have sele
ted the library, you should see it at the bottom ofthe jar list in the dialog window (see �gure 4.5), then 
li
k on OK.Please note that, doing the above, you will �nd the Aglets library in allproje
ts you will 
reate.4.2 Base knowledgeThis se
tion provides basi
 information about the development of an aglet.In the following you will �nd whi
h main methods you have to override, howto manage in
oming messages and how to 
at
h events. The ASDK (AgletsSoftware Development Kit) provides the infrastru
ture to develop and runaglets, whi
h are software agents that
• Run in a very well de�ned environment/server or 
ontext.
• Have a unique identi�er.
• Can be moved or de
ide to move from one 
ontext to another, i.e. theseagents are mobile agents, with a set of well de�ned restri
tions about� When an aglet 
an be migrated.� What state an aglet maintains in a migration.� How the aglet resumes exe
ution after being migrated.39



• Can be 
loned, an identi
al aglet 
an be 
reated from an existing one.
• Are able to 
ommuni
ate to ea
h other by sending/re
eiving messages.
• Can handle (or rea
t to) a set of prede�ned events.
• Can be made persistent, i.e. stored on disk.And all of these 
hara
teristi
s will be explained in the next se
tions, startingwiht the most basi
 ones. Other issues su
h as those related to se
urity are
onsidered advan
ed and are not in
luded in this 
hapter. Some of theprevious material in this manual is related to one o more of the items above.However, most of the manual at this point has been devoted to des
ribe the
urrent provider/implementation of the Aglets 
ontext: Tahiti, the Agletsserver. Tahiti and agletsd will be used as synonymous in the rest of themanual.4.2.1 Main methods of an agletAglets are agents that follow an Applet-like development way, that meansyou have to override a few methods that will be 
alled from an external entity(the Aglets run-time system) during the agent life. In Aglets, an agent 
anbe 
onsidered as a Java obje
t with a thread running on it. There is a base
lass 
alled Aglet, whi
h represents a simple agent for this platform, and itis ne
essary to inherit from the Aglet 
lass to 
reate a 
ustomized agent, asbrie�y shown in Se
tion 4.1.1. The following pie
e of 
ode shows the mainmethods you should override: onCreation, run, and onDisposing.import 
om.ibm.aglet.*;publi
 
lass Se
ondAglet extends Aglet{publi
 void onCreation(Obje
t init){System.out.println("Agent 
reated " + init);}publi
 void run(){System.out.println("Agent running");}publi
 void onDisposing(){System.out.println("Agent quitting");}}A short des
ription of ea
h method: 40



• onCreation(Obje
t init): Called on
e, when the aglet is 
reated. It
an a

ept an initialization parameter.
• run(): It is the life of the agent; it is 
alled on
e per platform (i.e., forea
h platform the agent visits).
• onDisposing(): Called when the agent has been killed or is shuttingdown.If you start this agent in Tahiti (e.g. using the 
reate button), you will seetwo messages on the standard output (the 
onsole where you laun
hed theagletsd 
ommand) almost immediately after 
reation:Agent 
reated nullAgent runningAnd, after using the Tahiti Dispose button, you will see one more messagein the 
onsoleAgent quitting4.2.2 Simple experimentsAt this stage, you 
an experiment and see many of the Aglets features enu-merated above. In parti
ular, having 
reated one Se
ondAglet in Tahiti, you
an 
lone the aglet by using the button Clone. In the Tahiti 
onsole, this�new� aglet will print the message de�ned in the run method, i.e.Agent runningNote that this aglet is not 
onsidered a newly 
reated one, sin
e it is not
reated from s
rat
h. Instead, an aglet 
reated as a 
lone has exa
tly thesame state as the 
loned one, i.e. the value of the 
loned instan
e variables(aglet state) are 
opied in the new aglet. Thus, it does not make any sensethat agletsd 
alls the method onCreation for the aglet whi
h is a 
lone ofan existing one. Cloning an aglet implies that the agletsd at least
• Copies the aglet state, just as in the Java 
lone.
• Calls the aglet run method.And the new aglet 
lone of an existing aglet is running on its own thread.If you start another Tahiti server, it will be possible to migrate agletsfrom one Tahiti server to another Tahiti server. Starting a new Tahiti serverin a 
omputer whi
h already has a running Tahiti server is possible, justremember to de�ne a listening port other than 4434 (the default Tahiti 
om-muni
ation port), e.g.agletsd -port 5000The Tahiti server listening on port 4434 will be referred to as Tahiti1, andthe Tahiti server listening on port 5000 will be referred to as Tahiti2 in orderto avoid 
onfusion. Now, in Tahiti1 an aglet and use the Dispat
h button.In the dispat
h dialog destination URL type41



atp://lo
alhost:5000or atp://127.0.0.1:5000(the Tahiti2) and, also, 
li
k on the "Add to the AddressBook" button inorder to be able to retra
t the aglet ba
k later. On
e dispat
hed the aglet,you will seeAgent runningon the Tahiti2 
onsole, i.e. the aglet has been
• Serialized in terms of the Java obje
t 
ommuni
ation system.
• Transferred from the server Tahiti1 to the server Tahiti2.
• Started to run by the server Tahiti2, whi
h 
alls the aglet run methodat the aglet arrival.Note that atp is referred to in the URL, sin
e the Aglets Transport Proto
ol(atp) is used to transfer aglets among Tahiti servers. On
e the server Tahiti2is added to the AddressBook of another server Tahiti1, it is possible in theserver Tahiti1 to retra
t aglets from the server Tahiti2. Retra
ting 
an beseen as a migration triggered from the destination (re
eiving) Tahiti server.Analogously, Dispat
hing 
an be de�ned as a migration triggered on thesour
e (sending) Tahiti server.The next aglet has an instan
e variable that 
an be used as an exampleof how the state is preserved when an aglet is migrated or 
loned and, also,how the migrated or 
loned aglet begins running.import 
om.ibm.aglet.*;publi
 
lass PrintingAglet extends Aglet{ int i = 0;publi
 void run(){ int limit = i + 5;for (; i < limit; i++){System.out.println("\n i is " + i);}}}Starting this aglet in a Tahiti server will produ
e the output in the Tahiti
onsole shown below. 42



i is 0i is 1i is 2i is 3i is 4If you now 
lone this aglet, the next �ve lines will be added to the Tahiti
onsolei is 5i is 6i is 7i is 8i is 9Thus, the value of the state variable is not initialized as in a new aglet,but takes the value of the 
loned (initial) aglet. At this point, there aretwo independent aglets running in the same Tahiti server. If, for example,the original aglet is dispat
hed to another Tahiti server, you will see in the
orresponding 
onsole, the next �ve linesi is 5i is 6i is 7i is 8i is 9And, also, the migrated aglet will no be shown in the initial Tahiti server,sin
e it was dispat
hed to another 
ontext.These simple experiments show how an aglet 
an be 
loned, migratedand retra
ted. None of these a
tivities has been programmed in the aglet,i.e. in the Se
ondAglet and in the PrintingAglet 
lasses above. The Agletsplatform, (Tahiti server/s and atp, more spe
i�
ally), are ready to performthese operations on aglets.4.2.3 Self 
loning and migrating agletsFor the next examples, it will be useful to start Tahiti server/s with se
urity�turned o��. This is not a good idea in general, but will allow to run 
odewithout to be 
on
erned on se
urity risks. Tahiti server se
urity 
an beturned o� by using the �le aglets.prop whi
h is in
luded with the Agletsdistribution as follows:
• Make a 
opy of the aglets.prop �le, usually found in Linux in thedire
tory $AGLETS_HOME/
nf. 43



• Un
omment line (in the aglets.prop �le)#aglets.se
ure=false
• Start agletsd withagletsd -f aglets.propIf you need to start another Tahiti server in the same 
omputer, you 
an doit withagletsd -f aglets.prop -port 5000whi
h is useful to migrate aglets from a Tahiti servber to another Tahitiserver in the same 
omputer, for example.An aglet 
an 
lone and migrate itself by using the methods 
lone anddispat
h de�ned in the base 
lass Aglet. The following 
ode (SelfCloning
lass) shows a simple aglet that 
lones itself and uses a state variable to avoidthe 
lone aglet to 
lone itself (and this sequen
e would 
ontinue endlessly).import 
om.ibm.aglet.*;publi
 
lass SelfCloning extends Aglet{boolean theFirst = true;publi
 void onCreation(Obje
t init){// Only non 
lone aglet runs this methodSystem.out.println("Agent 
reated");}publi
 void run(){if (theFirst){theFirst = false;System.out.println("Cloning");try {
lone();} 
at
h (Ex
eption e){System.out.println("Failed to 
lone");}} else{System.out.println("Clone running");}}}Starting this aglet in a Tahiti server, the aglet will produ
e the output shownbelow (in the 
orresponding Tahiti 
onsole).44



Agent 
reatedCloningClone runningand there will be two aglets running in the Tahiti server. A self migratingaglet 
an be programmed rather easily using the previous SelfCloning aglet.Start another Tahiti server and, in the SelfCloning aglet, 
hange the line
lone();by dispat
h(new java.net.URL("atp://127.0.0.1:5000"));in order to migrate the aglet to a Tahiti server running on lo
alhost andlistening on port 5000. Take into a

ount that in this 
ase, the state variabletheFirst is used to avoid migrating the aglet from the Tahiti server listeningon port 5000 to the same Tahiti server (sin
e the URL is hard
oded in theaglet).The examples given in this se
tion are not meant to be useful other thanfor learning. In fa
t, there are better ways to 
lone and migrate aglets, whi
hwill be analyzed in the next se
tion/s.4.3 EventsAglets supports an event/event listener model, where an agent 
an registerevent listeners to parti
ular kind of events, thus it 
an handle those events.There are mainly three kind of events, tied to di�erent s
enarios of the agentlife 
y
le: 
loning, mobility and persisten
y. Table 4.1 shows ea
h kind ofevent, with types and event listener that 
an be asso
iated to.Event kind (
lassname) Time Event listener Method of the eventlistenerCloneEvent before 
loning CloneListener onCloning(..)CloneEvent after 
loning(1) CloneListener onClone(..)CloneEvent after 
loning(2) CloneListener onCloned(..)MobilityEvent before migrating MobilityListener onDispat
hing(..)MobilityEvent when the agentarrives MobilityListener onArrival(..)MobilityEvent when the agent isbeing retra
ted MobilityListener onReverting(..)Persisten
yEvent after the agenta
tivation Persisten
yListener onA
tivation(..)Persisten
yEvent before the agentdea
tivation Persisten
yListener onDea
tivating(..)
(1) Delivered to the 
lone aglet
(2) Delivered to the original (
loned) agletTable 4.1: Available events in Aglets.45



Events are de�ned as Java 
lasses and event listeners are de�ned as Javainterfa
es in the pa
kage 
om.ibm.aglet.event. Furthermore, there is noother event than those de�ned in the table above. The next example showsa 
ode enhan
ement of the previous SelfCloning (in the previous se
tion)example by using events and event listeners.import 
om.ibm.aglet.*;import 
om.ibm.aglet.event.*;publi
 
lass SelfCloningWithEvents extends Aglet{boolean theFirst = true;// CloneListener implementation, "installed" later
lass MyCloneListener implements CloneListener {publi
 void onCloning(CloneEvent ev) {System.out.println("Cloning");}publi
 void onCloned(CloneEvent ev) {}publi
 void onClone(CloneEvent ev) {theFirst = false;}}// The CloneListener is "installed" herepubli
 void onCreation(Obje
t init){System.out.println("Agent 
reated");CloneListener 
loneLstnr = new MyCloneListener();addCloneListener(
loneLstnr);}publi
 void run(){if (theFirst){try {
lone();} 
at
h (Ex
eption e){System.out.println("Failed to 
lone");}System.out.println("Cloned running" + theFirst);} else{System.out.println("Clone running" + theFirst);}}} 46



Setting aside the implementation of CloneListener and its usage as an event
lone listener, the SelfCloningWithEvents aglet has subtle but importantdi�eren
es 
ompared to the SelfCloning aglet:
• The SelfCloningWithEvents original aglet always has its state variable(theFirst) with value "true", whi
h is the expe
ted value for the originalaglet.
• The SelfCloningWithEvents aglet 
an be programmed in order to rea
tto 
lone events in a uniform way, independently of whether the 
loneevent� is programmed (generated) in the 
ode as in the run() method ofthe aglet, or� is generated by sele
ting 
lone in the Tahiti server, i.e, it is anexternal event.In fa
t, the SelfCloningWithEvents aglet is able to rea
t to 
loning events,while the SelfCloning aglet is not. The latter is just programmed to 
loneitself.Handling mobility events is rather the same as handling 
loning events:you have to implement the MobilityListener interfa
e
lass MyMobListener implements MobilityListener {publi
 void onDispat
hing(MobilityEvent ev) {...}publi
 void onReverting(MobilityEvent ev) {...}publi
 void onArrival(MobilityEvent ev) {...}}and, later, �install� the listenerMobilityListener mobilityLstnr = new MyMobListener();addMobilityListener(mobilityLstnr);Handling persisten
y events is straightforward taking into a

ount the previ-ous examples for 
loning and mobility events. Summaryzing, handling eventsimplies:
• Implement <x>Listener interfa
e.
• Create an obje
t of the interfa
e implementation.47



• �Install� the obje
t as the listener with add<x>Listener.and <x> should be repla
ed by one of Clone, Mobility, or Persisten
y inorder to handle 
loning, mobility, or persisten
y events.The following 
ode example shows how the interfa
es MobilityListener,CloneListener, and Persisten
yListener 
an be used. First of all, havea look to the listener 
lass:pa
kage examples.agletevents;import 
om.ibm.aglet.*;import 
om.ibm.aglet.event.*;publi
 
lass myListenerimplements MobilityListener, CloneListener, Persisten
yListener{ ////////////////////// mobility listener methods////////////////////publi
 void onArrival(MobilityEvent event){System.out.println("Agent arrived "+event);}publi
 void onDispat
hing(MobilityEvent event){System.out.println("Before moving..."+event);}publi
 void onReverting(MobilityEvent event){System.out.println("Before 
oming ba
k home..."+event);}////////////////////// 
lone listener methods////////////////////publi
 void onClone(CloneEvent event){System.out.println("I'm the 
lone "+event);}publi
 void onCloned(CloneEvent event){System.out.println("A 
lone of myself 
reated "+event);}publi
 void onCloning(CloneEvent event){System.out.println("Someone is 
loning myself "+event);} 48



////////////////////// persisten
y listener methods////////////////////publi
 void onA
tivation(Persisten
yEvent event){System.out.println("A
tivating "+event);}publi
 void onDea
tivating(Persisten
yEvent event){System.out.println("Dea
tivating "+event);}} The above listener de�nes methods to 
at
h events at di�erent time, asexplained by the 
ode itself. The following agent registers the above listenerand use it to handle events:pa
kage examples.agletevents;import 
om.ibm.aglet.*;import 
om.ibm.aglet.event.*;publi
 
lass agletC extends Aglet{publi
 boolean move=true;publi
 void onCreation(Obje
t init){// 
reate a listener obje
tmyListener listener = new myListener();// register a mobility listenerthis.addMobilityListener((MobilityListener)listener);// register a 
lone listenerthis.addCloneListener((CloneListener)listener);// register a persisten
y listenerthis.addPersisten
yListener((Persisten
yListener)listener);}publi
 void run(){System.out.println("HELLO!");}}For example, after a dispat
hing, mobility events are triggered and the agentprints, in the sour
e 
onsole, the following statements:Before moving...MobilityEvent[DISPATCHING℄49



while in the destination 
onsole prints:Agent arrived MobilityEvent[ARRIVAL℄HELLO!To better understand how event listeners work, exe
ute the above agentand try 
loning, dispat
hing and dea
tivating it; have a look at what mes-sages are printed out in all the 
onsoles.Examples and explanations given so far show that Aglets basi
 pro-gramming requires using the base 
lass Aglet, and handling events requires
lass/es and interfa
e/s given in the pa
kage 
om.ibm.aglet.event. How-ever, there are other tasks that require other 
lasses and/or interfa
es. Infa
t, many tasks require dire
t 
ommuni
ation with the aglets environment,su
h as the Tahiti server. Creation of other aglets is an example of an agletintera
ting with its 
ontext, as will be shown in the next se
tion.4.4 Creating other aglets and AgletContextThe Aglet 
lone method produ
es a new aglet with identi
al state as the
loned one, the 
lone aglet is not a 
reated aglet, but is a 
opy (
lone) of anexisting one. An existing aglet 
an generate a new (
reated) aglet by 
allingthe methodAgletContext.
reateAglet(URL 
odebase, String name, Obje
t init)i.e. the aglet whi
h is going to 
reate another aglet needs to
• Get an obje
t of and AgletContext implementation 
lass.
• Call the 
reateAglet(...) method of the AgletContext obje
t.This means that 
reation of aglets is a task dire
tly related to the aglets 
on-tainer, the 
ontext on whi
h an aglet resides, the aglet sever. AgletContextprovides an interfa
e to the runtime environment that o

upies the aglet.Any aglet 
an obtain a referen
e to itsAgletContext
lass implementation obje
t via theAglet.getAgletContext()primitive, and use it to obtain lo
al information su
h as the address of thehosting 
ontext, or to 
reate a new aglet in the 
ontext. On
e the aglet hasbeen dispat
hed, the 
ontext obje
t 
urrently o

upied is deta
hed and thenew 
ontext is atta
hed. The runtime library is responsible for providingthe implementation of this interfa
e; thus, aglet programmers do hot haveto implement this interfa
e. The following two aglet 
lasses are de�ned su
hthat
• CreatedAglet is an aglet 
lass de�ned only for 
reating aglets (Cre-atedAglet instan
es) from another aglet.50



• Ea
h CreatingAglet instan
e 
reates a CreatedAglet instan
e by 
alling
reateAglet to its AgletContext.Note that while CreatedAglet aglets do not intera
t with the environment(
ontext), CreateingAglet aglets make expli
it requests to the environmentin order to 
reate other aglets.////////////////////// CreatedAglet (in CreatedAglets.java)////////////////////import 
om.ibm.aglet.*;publi
 
lass CreatedAglet extends Aglet{publi
 void onCreation(Obje
t init){System.out.println("CreatedAglet agent 
reated");}publi
 void run(){System.out.println("CreatedAglet running");}}////////////////////// CreatingAglet (in CreatingAglets.java)////////////////////import 
om.ibm.aglet.*;publi
 
lass CreatingAglet extends Aglet{publi
 void onCreation(Obje
t init){// Only non 
lone aglet runs this methodSystem.out.println("Agent 
reated");}publi
 void run(){try{// get the aglet 
ontextAgletContext 
ontext = this.getAgletContext();// 
reate another CreatingAglet instan
e
ontext.
reateAglet(null, "CreatedAglet", null);}
at
h(Ex
eption e){System.out.println("Ex
eption "+e);}}}After 
ompiling and 
opying .
lass �les in the 
orresponding Tahiti server51



binaries dire
tory, you will be able to 
reate a CreatingAglet aglet. Then,you will see in the Tahiti 
onsoleAgent 
reatedCreatedAglet agent 
reatedCreatedAglet runningwhere the �rst line in the 
onsole 
orresponds to the CreatingAglet agletand the other two 
orrespond to the CreatedAglet aglet, i.e. the aglet whi
his expli
itly 
reated by the instan
e of CreatingAglet. Note that being ableto expli
itly 
reate aglets allow
• New aglets to be running, independently of the 
reating aglet, whi
his not possible with the method 
lone, for example. Cloning generatesnew aglets with exa
tly the same behavior as the 
loned aglet.
• New aglets with new state, i.e. aglets whi
h exe
ute the onCreationmethod, and whi
h 
an be initialized from s
rat
h.
• An expli
it intera
tion with the aglet 
ontext, sin
e the aglet expli
itlyrequires the 
reation of a new aglet to its 
ontainer/aglet server.This se
tion has shown that ea
h aglet is able to require spe
i�
 a
tions toits environment/
ontext, and one of those a
tions has been explained: aglet
reation. Also, ea
h aglet is is able to intera
t almost dire
tly with ea
hother, by means of messages, topi
 
overed in the next se
tion.4.5 Message handlingAglets exploit a 
ommuni
ation system based on message passing : twoagents that want to 
ommuni
ate ea
h other have to ex
hange a message.Messages are instan
es of the Message 
lass, and their kind is spe
i�ed by astring. An agent that wants to expli
itly manage messages has to overridethe handleMessage(..) method, returning true in the 
ase the message ismanaged by the agent, and false otherwise. ThehandleMessage(..)method, is also de�ned in the Aglet base 
lass, just likeonCreation(..)run()onDisposing()The following pie
e of 
ode (HandlingMessages aglet 
lass) shows an agentthat handle all messages; you 
an laun
h it and send dialogs messagesthrough the Tahiti GUI. This simple aglet shows interesting message andmessage handling features: 52



• An aglet is not ne
essarily aware of message sour
e/s, it just re
eivesand handles messages. Message sour
e should be in
luded in some wayin the message itself, sin
e there is no other way to identify it.
• Message handling is as 
omplex as the handleMessage(...) imple-mentation.
• The method handleMessage(Message msg) has one parameter, themessage re
eived by the aglet, whi
h 
an be (and usually is) used tode�ne the aglet message handling behavior.
• The message type, that is its 
lassi�
ation, is stored as a String obje
tin the message itself. Keeping the message type as a string attributemakes simpler and faster the use of new messages, sin
e you don't haveto 
reate 
lasses for them. The getKind() method is used to get thestring whi
h determines the message type.import 
om.ibm.aglet.*;publi
 
lass HandlingMessages extends Aglet{publi
 void run(){System.out.println("Agent running");}publi
 boolean handleMessage(Message msg){System.out.println("Re
eived a message " + msg.getKind());return true; // if the message is used}}4.5.1 Aglets, messages, and threadsThere are a few 
on
epts that must be 
lear when working with messagehandling. First of all, ea
h aglet exe
utes within a thread, but threads aremanaged by the platform and 
an be shared among agents for e�
ien
y.The e�
ien
y of this approa
h 
an be understood thinking at a buyer-sellerexample: image a 
ouple of agents, with one playing as a seller and oneplaying as a buyer. In this situation, it is not needed that the buyer agentis a
tive before the seller has put a good on sale, thus there is no reason touse a thread-per-agent approa
h. Furthermore, the seller 
an simply senda message to the buyer spe
ifying the good on sale, and then should waitthe answer of the buyer (i.e., should dea
tivate or suspend until an answer
omes). Following this example, it should be 
lear that the number of a
tivethreads (i.e., agents) 
ould be redu
ed at one per time. Aglets exploitsthis 
ondition in its whole design: if agents 
an share the same thread, no53



additional threads will be 
reated. In other words, the number of agents andthreads are not stri
tly related.Due to the Aglets thread model, it is important to understand that ea
hmessage is delivered by a thread, that 
an be di�erent from the one the agentruns (or have run). Sin
e aglets are impli
itly syn
hronized, a message 
anbe delivered if the agent is a
tive and running, that means while your agentis in the run() method (or another method). In fa
t, while the agent is inthe run() method (or another one), there is a thread a
tive in the agentitself, and another thread (the message deliver thread) 
annot deliver themessage be
ause of the Java syn
hronization.From the above 
onsiderations, it is possible to see how an agent per-forming an (in)�nite loop will be unable to re
eive and manage any in
omingmessage. Nevertheless, there is a way to for
e an agent to release the lo
k,and this 
an be done with the exitMonitor() method, that 
auses all wait-ing messages to be dequeued and, at the same time, all threads lo
ked ona waitMessage() to be resumed. Please be aware that for
ing an agent torelease lo
ks 
ould produ
e ra
e 
onditions.4.5.2 Sending messages and AgletProxyAn aglet is not allowed to intera
t with another aglet dire
tly, and thisin
ludes messaging. Instead, every intera
tion among aglets, as sending amessage is made through AgletProxy, whi
h is an interfa
e a
ting as a handleof an aglet and provides a 
ommon way of a

essing the aglet behind it. Sin
ean aglet 
lass has several publi
 methods that should not be a

essed dire
tlyfrom other aglets for se
urity reasons, any aglet that wants to 
ommuni
atewith other aglets has to �rst obtain the proxy obje
t, and then intera
tthrough this interfa
e. In other words, the aglet proxy a
ts as a shieldobje
t that prote
ts an agent from mali
ious agents.When invoked, the proxy obje
t 
onsults the Se
urityManager to de-termine whether the 
urrent exe
ution 
ontext is permitted to perform themethod. Another important role of the AgletProxy interfa
e is to providethe aglet with lo
ation transparen
y. If the a
tual aglet resides at a remotehost, it forwards the requests to the remote host and and returns the resultto the lo
al host. This is why the 
reateAglet(...) method seen in theprevious se
tion does not return an aglet but an AgletProxy instead. As inthe 
ase of AgletContext, the runtime library is responsible for providingthe implementation of the AgletProxy interfa
e; thus, aglet programmersdo not have to implement this interfa
e.From the spe
i�
 point of view of sending a message from an aglet,the message is sent to an AgletProxy of an aglet, by using the methodsendMessage(Message msg) as shown s
hemati
ally in �gure 4.6. The 
on-tinuous line for the arrow in �gure 4.6 denotes that agletA has to expli
itlyidentify the agletB proxy, and the dashed line for the arrow denotes that54



Figure 4.6: Sending a message to an aglet.message delivering is dependent on the runtime implementation, i.e. notknown to the aglet programmer. Also, sending and re
eiving aglets are notrequired to be in the same aglet 
ontainer/
ontext.The following 
ode shows how an AgletSndr 
reates an aglet and sends amessage to an AgletR
vr. This 
ode is not di�erent from that in the se
tiondevoted to agent 
reation, adding the send message in one aglet 
lass andthe message handling in the other one.////////////////////// AgletSndr (in AgletSndr.java)////////////////////pa
kage messaging;import 
om.ibm.aglet.*;import java.net.*;publi
 
lass AgletSndr extends Aglet{publi
 void run(){try{// get the aglet 
ontextAgletContext 
ontext = this.getAgletContext();// 
reate an AgletR
vr instan
eAgletProxy r
vr = 
ontext.
reateAglet(null,"messaging.AgletR
vr",null);// send a message to the agentr
vr.sendMessage(new Message("HELLO"));}
at
h(Ex
eption e){System.out.println("Ex
eption " + e);}}} 55



////////////////////// AgletR
vr (in AgletR
vr.java)////////////////////pa
kage messaging;import 
om.ibm.aglet.*;publi
 
lass AgletR
vr extends Aglet{publi
 void run(){try{// get my IDAgletID myID = this.getAgletID();System.out.println("\nMy ID is "+myID);}
at
h(Ex
eption e){System.out.println("Ex
eption " + e);}}// handle the "HELLO" messagepubli
 boolean handleMessage(Message msg){if(msg.sameKind("HELLO")){System.out.println("HELLO msg re
eived");return true;}return false;}} The next messaging example 
ombines several features of Aglets: 
re-ation, migration, and remote messaging. The re
eiving/handling messagesaglet does not ne
essarilly has to 
hange regarding the previous example, i.e.the AgletR
vr aglet in the Java pa
kage messaging above. Spe
i�
ally onmessaging and the AgletProxy needed to be used for sending a message:
• The AgletProxy returned by 
reateAglet(...) is useful only in thelo
al 
ontext, i.e. it should not be used when the aglet has migrated(is in another 
ontext).
• The agletID of the remote agent is needed in order to 
ommuni
atewith it. More spe
i�
ally, the agletID is used to get the remoteAgletProxy from the remote 
ontext in whi
h the re
eiving aglet isrunning.
• Even when the getAgletProxy(..) method 
alled in 
ode is depre-
ated, a 
all to the no-depre
ated method su
h as:AgletProxy remoteProxy = 
ontext.getAgletProxy(remoteID);56



will not work, sin
e it 
an work only with the lo
al agents. The use ofthe MAF (Mobile Agent Finder) will work better, but at the momentthere is not a lot of do
umentation about how to use it in Aglets.////////////////////// AgletSndr2 (in AgletSndr2.java)////////////////////pa
kage messaging;import 
om.ibm.aglet.*;import java.net.*;publi
 
lass AgletSndr2 extends Aglet{publi
 void run(){try{// get the aglet 
ontextAgletContext 
ontext = this.getAgletContext();// 
reate an AgletR
vr instan
eAgletProxy r
vr = 
ontext.
reateAglet(null,"messaging.AgletR
vr",null);// save the new aglet IDAgletID remoteID = r
vr.getAgletID();System.out.println("The new agent has ID = " + remoteID);// migrate the new agentString remoteContext = "atp://127.0.0.1:5000";URL url = new URL(remoteContext);r
vr.dispat
h(url);// get the remote proxyAgletProxy remoteProxy = 
ontext.getAgletProxy(url,remoteID);// send a message to the remote agentremoteProxy.sendMessage(new Message("HELLO"));}
at
h(Ex
eption e){System.out.println("Ex
eption " + e);}}}
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4.6 A sleeping agletIn general, it is not possible to make an aglet sleeping, sin
e threads shouldnot be managed dire
tly from the developer. You 
an use something simi-lar, but more expensive, to simulate sleeping, that is dea
tivation: you 
andea
tivate and rea
tivate an agent, but you must be 
areful sin
e dea
tiva-tion means that the agent is serialized and its exe
ution restarts from thebeginning. This means that the following 
ode will run inde�nitely:import 
om.ibm.aglet.*;publi
 
lass agletF2 extends Aglet{publi
 void run(){for(int i = 10; i > 0; i--){System.out.println(i + " se
onds left!");try{this.dea
tivate(1000);}
at
h(IOEx
eption e){System.out.println("Ops!");}}}}Sin
e, after a rea
tivation, the exe
ution of the agent restarts from the be-ginning of the run() method, the agent will restart the for loop from thesame point (i.e., i = 10). Instead, the following 
ode is 
orre
t and works:import 
om.ibm.aglet.*;publi
 
lass agletF extends Aglet{int i = 10;publi
 void run(){for(; i > 0; i--){System.out.println(i+" se
onds left!");try{this.dea
tivate(1000);}
at
h(IOEx
eption e){System.out.println("Ops!");}}}} 58



Nevertheless, it should be 
lear how dea
tivation 
annot substitute thesleeping me
hanism, and that making a thread to sleep will produ
e strangee�e
ts on the whole platform (su
h as lo
king the message passing me
ha-nism). This is due to the fa
t that the Aglets platform uses a set of threads(i.e., a pool) to work e�
iently, thus the same thread 
an be shared by dif-ferent agents. There is a trial feature, done with the method suspend(..)of the 
lass AgletProxy that 
an be used as a sort of sleeping 
ommand.Unfortunately, it does not work yet, and in fa
t the following agent 
ausesthe ex
eption IllegalThreadStateEx
eption to be thrown:import 
om.ibm.aglet.*;publi
 
lass agletZZ extends Aglet{publi
 void run(){try{for(int i = 10; i > 0; i--){System.out.println(i+" se
onds remaining");this.suspend(1000);}}
at
h(AgletEx
eption e){System.out.println("Ops!");}}}Warning on this 
ode example Please note that running the agentagletF2 will have tremendous e�e
ts on your system. Due to the Agletsthread management, you will not be able to destroy (either by killing ordea
tivating or disposing) the running agent, while the latter will run forever.Even stopping an restarting the Tahiti server will not solve the problem, thusthe only things you 
an do is to perform a 
lear start (see the FAQ se
tion)or to manually remove the spool �le in the �le$HOME/.aglets/spool/hostname�runningPort/agletIDand then restart the Tahiti server.import 
om.ibm.aglet.*;publi
 
lass agletZZ extends Aglet{publi
 void run(){try{for(int i = 10; i > 0; i--){System.out.println(i+" se
onds remaining");this.suspend(1000);} 59



}
at
h(AgletEx
eption e){System.out.println("Ops!");}}}
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Appendix AFAQ & Con�guration FilesThis 
hapter presents a list of Frequently Asked Questions (FAQ) update tothe 
urrent Aglets SDK available releases. Please note that there are otheravailable sour
es on the Internet, but they 
ould be out of date or 
ouldnot in
lude information about the latest releases. Please be sure to refer tothis 
hapter before any other information sour
e, and in 
ase of problems ortroubles, refer to the o�
ial site and to the mailing lists to post requests.A.1 FAQThis se
tion presents a list of Frequently Asked Questions about Aglets. Thelist has been 
hanged from the old FAQ, sin
e a lot of questions were relatedto earlier versions.
• What does AWB stands for?AWB means Aglets WorkBen
h, and it was the original name given byIBM to the Aglets platform and library. Today's 
ommon trend is touse simply Aglets (with the 
apital 'A') to indi
ate both the libraryand the platform, and to expli
itly spe
ify the latter when required.
• What does JAAPI stands for?JAAPI means Java Aglet API.
• What is Fiji?Fiji was a proje
t to enable Aglets 
apabilities in a web browser. Sofar, the proje
t is no more maintained and available.
• What are the di�eren
es between the IBM Aglets platformand the open sour
e one?IBM does not mantain Aglets anymore, thus the version you 
an down-load by their server is the 1.03 (or 1.1 beta), while the version availableat Sour
eForge is greater than 2. Of 
ourse, the open sour
e version is61



more updated and fun
tional than 1.03 version, thus you should use it.Furthermore, the version of IBM was thought as 
ommer
ial software,that means you requires a li
ense to run it.
• Can I run Aglets on Java 2 (JDK1.2 +)?Yes, of 
ourse, and in fa
t this manual is thought to run Aglets over theJava 2 platform. The �rst versions of Aglets were developed over Java1 (JDK 1.3), and often this 
auses 
onfusions to newbies. RunningAglets 2 over Java 2 is the best way to get the platform working.
• Are there any ar
hives of the Aglet Mailing list?Yes, visit the Aglets web page at sour
eforge.net to get informationabout mailing lists, ar
hives and how to subs
ribe.
• I need some help! What should I do?Reading this manual is a good start. Unfortunately, at time of writingthis manual there are not a lot of do
umentation sour
es available.There are still a few pages at the IBM Tokyo Resear
h Laboratoryweb site, but they are quite old and no more maintained. See theAglets web site at sour
eforge.net to get on-line help.If you need to report some problems or bugs to the mailing lists, pleasein
lude as mu
h information as possible, in order to allow other par-ti
ipants to understand the problem. Information you should:1. the version of the platform;2. the operating system;3. the path where you have installed the platform (for example/home/lu
a/aglets);4. the ex
eption sta
k tra
e (if an ex
eption is thrown);5. in 
ase of a Se
urityEx
eption, the 
ontent of the java.poli
y�le;6. the 
ode that you believe is 
ausing the misbehaving;7. a dump of the following environment variables (if set up): CLASS-PATH, JDK_HOME, JAVA_HOME, AGLETS_HOME. You 
anobtain the variable values writing in a 
onsole:# Unix - Linuxe
ho $CLASSPATHe
ho $JDK_HOMEe
ho $JAVA_HOMEe
ho $AGLETS_HOME# Windowse
ho %CLASSPATH% 62



e
ho %JDK_HOME%e
ho %JAVA_HOME%e
ho %AGLETS_HOME%Be quite and polite when asking help, nobody wants to be botheredwith others' problems. If you �nd the answer by yourself, post a mes-sage as a reply to indi
ate the answer; it will be interesting for otherpeople and will let them to not waste their time. Finally, do not repeatthe message if you do not get an immediate answer, let people the timeto understand and to reply.
• Are there any publi
 Aglets servers I 
an send my aglets to?There were a few trials about a publi
 aglet server, but at the best ofour knowledge, there is no one server running now.
• When I laun
h Tahiti I get: �Please set HOME environmentvariable!�This indi
ates an abnormal situation in your operating system: 
he
kthat the HOME variable points to your home dire
tory. Conta
t yoursystem administrator to �x this problem, that is not related to Aglets.
• When I try to a

ess a lo
al �le with my aglet the serverthrows java.jang.Se
urityEx
eption although all the ne
essarypermissions are set.There is a little known feature of Tahiti (OK, 
all it a bug ;) thatwhen Tahiti is installed, it 
reates a se
urity domain "�le:///*/" andall permissions are given to this domain. It should mean that any aglethaving its 
odebase on this ma
hine 
an a

ess any �le. But it's nottrue. You have to 
reate another se
urity domain des
ribing exa
tlythe path to the 
odebase of the aglet, grant ne
essary permissions andthen it works.
• When I try to get my Aglet to a

ess the �le 'test.txt' I geta FileNotFound ex
eptionWhen attempting to open a �le, any path to a �le is relative to thedire
tory from whi
h the Aglet was 
reated. Therefore, the solution isthat you should spe
ify the �le absolute name like this:FileInputStream inputStream = new FileInputStream("
:/test.java");You 
an use a single slash (/) in Unix like systems and Windows, oryou 
an spe
ify a double ba
kslash in Windows.
• Can I run Tahiti with no network 
onne
tion on Mi
rosoftWindows 95?Yes, even if this system is quite old and I suggest you to run Aglets63



over a newer version (have you ever thought passing to Linux?). Ifyou have troubles running Aglets over Mi
rosoft Windows 95, try thefollowing:1. edit the hosts text �le that is under the WINDOWS folder and addthe loopba
k address entry: 127.0.0.1 lo
alhost;2. start Tahiti with the -resolve option.
• I want to send my aglet around to lots of di�erent hosts andto pop up a window at ea
h host, but when I try nothinghappens, or I get an ex
eption.A permission to 
reate top level window is given to any aglet in defaultaglets se
urity poli
y. If you want to modify se
urity preferen
es, dothe following instru
tions on every host where your aglet will visit.Add the following line into �les "aglets.poli
y":permission java.awt.AWTPermission "showWindowWithoutWarningBanner";
• Why would not my stand-alone server take my environmentvariables into a

ount? This is a feature of the stand-alone servers,whi
h is they do not take the Aglets related environment variables intoa

ount by default. You should expli
itly put the AGLET_PATH andAGLET_EXPORT_PATH on the java 
ommand-line when laun
hinga stand-alone server (as far as we know, at least). For example under*nix, if your server is 
alled StandAloneServer:java -Daglets.
lass.path=\$AGLET_PATH \-Daglets.export.path=\$AGLET_EXPORT_PATH StandaloneServer
• Can an aglet perform SNMP operations? Yes - an aglet 
anperform SNMP operations by using a Java 
lass that provides SNMPoperations and that 
an be serialized. A good pa
kage to look at isjmgmt - it is small, straightforward, and has all sour
e in
luded. It isavailable fromhttp://i31www.ira.uka.de/�sd/manager/jmgmt/.Good overviews of various pa
kages 
an be found at:http://www.mindspring.
om/�jlindsay/javamgmt.htmlhttp://wwwsnmp.
s.utwente.nl/software/pubdomain.htmlSome of the pa
kages use threading- and you have to be 
areful whenyou serialize agents that use threads. The other big restri
tion on someof the pa
kages is that they have 
ommer
ial li
enses, even if you aredoing not 
ommer
ial resear
h a
tivity.64



• How 
an an aglet be used as a HTTP Server?First, take a look to the example agent WebServerAglet.java shippedwith the Aglets platform examples. Please note that using an aglet asan HTTP server has a few drawba
ks: developing an HTTP server isnot a trivial task and it is subje
t to se
urity risks, thus you should besure of the quality of your server before making it available to thirdparties. Furthermore, even if the Aglets platform has a good threadsystem, it 
an handle threads in a way that does not �t very well yourneeds. Finally, running an HTTP server embedded in an aglet, meansthat your server will be available through the Aglets running port. Forexample, if you are running Tahiti at the host myHost, port 4434 (thedefault for Tahiti), you will be able to rea
h your HTTP server at theaddress http://myHost:4434/.You must also set the options in Tahiti as spe
i�ed in the 
omments.If you are 
oding/adapting the sample - make sure to in
lude the line:getAgletContext().setProperty("name.test", getAgletID());sin
e this is how Tahiti identi�es the aglet to forward the HTTP requestto.Another option is to look at using Fiji. The disadvantage is that thestatus of Fiji is un
ertain right now. Another option is to look at �nd-ing/
oding Java 
lasses to listen for in
oming HTTP requests. Thereare quite a few HTTP servers written in Java out on the web. De-pending on the requirements for the web server (i.e., response time,threading, et
.), there are a few di�erent servers to use.
• Can an aglet work with other Servers (HTTP, FTP, et
)?The general answer to this question is �yes�. Nevertheless, before startdeveloping your aglet-based server/
lient, you should take 
are of afew things. First of all, you must know the proto
ol, or at least youmust have a Java library to interfa
e to the proto
ol. The Java 
lassesused (in the 
ase) by the aglet must be 
ompatible with the JRE andthe Aglets library version you are running, and most important, ifthey must travel with the aglet, they must be serializable. The latterrequirements (serialization), 
an be overtaken if the aglet will be sta-tionary on a spe
i�
 host, thus it will never be serialized (of 
ourse,this is true if you will never dea
tivate the aglet!).
• How does Aglets determine a hostname?Using the 
on�guration of your system, typi
ally using the DNS (Do-main Name System).
• Can an aglet use SSL?(For some good ba
kground information on the se
urity model 
he
k65



the aglets book in Chapter 10) It depends on the availability of SSLJava libraries, and how they are 
ompatible with the Aglets libraryyou are running.
• How is memory used when a message is sent between twoaglets?You 
an monitor the memory a
tivity using the Tahiti memory tool:open the Tools menu and then sele
t the option Memory Usage.
• How 
an the sleep operation be used in an aglet?Please note that threads are hidden to aglets, thus you should not usenormal Java thread operations in your aglets. You should use a timeror something similar to obtain the required feature. Using sleep(..)is dangerous, sin
e the message passing me
hanism will be lo
ked untilthe sleeping thread wakes up. There is an experimental feature, 
alledsuspend(..) that 
ould work. Take a look at Se
tion 4.6.
• How 
an lo
al and remote Aglets dis
over ea
h other and
ommuni
ate?There are a few options available to attempt to dis
over remote 
on-texts, depending on what you need to do.If you want to 
reate a lo
al agent, dispat
h it to a remote 
ontextand 
ommuni
ate with the now remote agent, you need to get theremote agent proxy. The proxy dis
overing 
an be done with the MAFar
hite
ture (at the moment there is no do
umentation on how to usethe MAFFinder in your programs). Another option is to manuallykeep a tra
k of where your remote agents are, and this 
an be usefulto build 
riti
al mission systems, where the MAF ar
hite
ture 
an faildown.See the 
ode example se
tions.
• I got a message similar to java.util.MissingResour
eEx
eption:Can't �nd bundle for base name tahiti, lo
ale en_US but Ido not know how to �x it.As you 
an see the problem is 
aused by the Resour
eBundle 
lass,whi
h is used for lo
alization. If you look in the lib dire
tory of yourAglets installation, you 
an see a text �le 
alled tahiti.properties,whi
h 
ontains menu and button entries for the Tahiti window. Youhave to set your CLASSPATH to the lib dire
tory, thus the above �le
an be read by the Resour
eBundle 
lass.
• I want to add an agent to the agent list, thus when I 
li
k onthe Create button I 
an 
hoose it dire
tly. How 
an I do this?The �rst and 
ommon way of doing it is through the 
reation dialog66



window. Otherwise you 
an write the agent in a text �le, pla
ed in theuser's home dire
tory, and in parti
ular in$home/.aglets/users/username/aglets.propertiesand add the agent 
lass name to the line that 
ontains the propertyaglets.agentList. Class names must be add as separated by a blankspa
e, without new line 
hara
ters.
• What is FIPA?FIPA means Foundation for Intelligent and Physi
al Agents, and isa no-pro�t organization that de�nes agents' standards, su
h as 
om-muni
ation languages (
alled ACLs), interoperability proto
ols, and soon.
• Is Aglets 2.0.2 FIPA 
ompliant?No. Aglets is not FIPA 
ompliant, sin
e it has been developed whenFIPA was only a proposal. Furthermore, in those days, there wasanother standard: the MASIF (Mobile Agent Systems Inter
ommuni-
ation Fa
ility). Due to this Aglets is MASIF 
ompliant, even if thereis not a lot of do
umentation (or better, there is no do
umentation)regarding MASIF in Aglets and how well it works. It must be noti
edthat Aglets is RMI 
ompliant, thus you 
an use it in 
ombination withthe Java's RMI servi
es. Please note that the fa
t that Aglets is notFIPA 
ompliant does not mean that developers do not want that stan-dard, it is simply a developing la
k! Maybe one day Aglets will beFIPA 
ompliant...
• Is FIPA so important?It is di�
ult to answer to this question, sin
e it depends on a lot ofopinions and point of views. FIPA is in general good, but as most ofthe standards, it 
ould not re�e
t what developers really wants (usuallysimpli
ity and performan
e). It depends on what you are going todevelop if Aglets 
an be the right 
hoi
e: if you have to interoperatewith a FIPA systems, please 
hoose a FIPA 
ompliant platform (su
h asJADE). However, please note that there are other platforms whi
h donot adhere to the FIPA standard, su
h as DIET, while other platformsimplements both FIPA and MASIF (su
h as Grasshopper).
• Do I need to install Aglets on every ma
hine I want to sendan agent to?Yes, or at least you have to write a program whi
h 
an a
t as an agentserver (i.e., a Tahiti substitute) by your own. The fastest way to getyour aglets running is to install Aglets on every host you want to sendagents to. 67



• Is there another sour
e of do
umentation? I often hear some-thing about the Aglets book...You 
an �nd a few web pages over the Internet that dis
uss severalAglets related arguments, but please take 
are that these pages 
ouldbe out of date (i.e., too old regarding the Aglets version you are run-ning). There is an Aglet book, Programming and deploying Java (TM)Mobile Agents with Aglets, by Danny B. Lange and Mitsuru Oshima,but it is old (it is related to the Aglets 1.0 version), and a lot of thingshave 
hanged sin
e it has been published. I don't believe you need theAglets book to develop agents using Aglets.
• Can Aglets run over a PDA or a smart devi
e?Smart devi
es usually have limited JVMs (ex
ept if you install LinuxFamiliar and Ka�e), thus it is di�
ult to install and run Aglets as it is.A
tually, we are planning on the migration of Tahiti over PDAs, andmaybe a FAQ about the use of Aglets and PDAs will be available soon.Here you 
an �nd a web proje
t related to the Aglets 1.0.3 version:http://siul02.si.ehu.es/�jirgbdat/FACILITIES/PDAs/prin
ipal_Ingles.html
• How many agents 
an run over the same instan
e of Tahiti?It depends on how powerful is your run-time. Aglets exploits a goodthreading system, without mapping every agent in a separated thread,but using instead a single thread for multiple agents. This means thatthe number of agents you 
an 
reate is not dire
tly dependent on thenumber of threads your JRE support. Furthermore, due to the messagear
hite
ture of Aglets, where a thread is assigned to ea
h message tobe pro
essed, the number of supported agents (and their performan
e)depends on the use of messages that 
urrently running agents are doing.
• I have agents developed with the 1.x version of Aglets, 
an Irun them with the 2.x version?So far, there is no knowledge of in
ompatibility among agents devel-oped with di�erent major versions, even if it is possible that old agentsdo not run. The �rst thing to try is to re
ompile the old agent (ifpossible) with the new API. If you know or �nd some in
ompatibility,please send a message or write a bug report.The main di�eren
e between the 1.x and the 2.x series, is the use ofthe Java 2 se
urity me
hanism: the old 1.x version did not use it, whilethe 2.x version do, leading to a more Java 2 
ompliant appli
ation.
• It seems as the ant �le is 
orrupted, what 
an I do? (only for*nix operating systems)Che
k if the build.xml 
ontains any DOS 
arriage return 
hara
-ters, and 
lean the �le with the dos2unix 
ommand. If it is still68



not working, try downloading a newer version of Apa
he Ant fromhttp://www.apa
he.org.
• I try to start my Tahiti server using 
ommand agletsd -fmyAglets.props, but I got error messages Out of environmentspa
e. What do I have to do? (only for MS Windows operat-ing systems)You have at least two possible ways of extending the memory spa
e: (i)
hange the size of the argument of the /E: parameter for 
ommand.
omin the 
onfig.sys shell setting. For instan
e, set of the size of envi-ronment variables to 512 bytes, spe
ify:SHELL=C:\COMMAND.COM C:\ /P /E:512// Maximum is 4K:SHELL=C:\COMMAND.COM /E:4096 /PYou 
an add this to your 
onfig.sys �le. If this does not work, try
hanging the environment variables of the MS-DOS prompt a

essingthe memory se
tion of the Property of the prompt i
on.
• I got an A

essControlEx
eption, what do I have to do?This ex
eption is thrown when your 
ode is trying to exe
ute an op-eration for whi
h it has not enough rights (for example, it is tryingto open a server-so
ket). Have a look to your poli
y �le, and try us-ing the sample shipped with Aglets, that 
an be installed running theinstall-home option of Ant.
• Is there a way to dire
tly log-in to Tahiti without inserting ausername and a password?Yes. You have to spe
ify the username and the password to use ina properties �le, and then you have to laun
h Tahiti spe
ifying theproperties �le to use. First of all, pla
e the username and the passwordin the properties �le:aglets.owner.name=aglet_keyaglets.owner.password=agletswhere aglet_key and aglets are the username and the password existingin the keystore; substitute them with the 
ouple you want to use.Laun
h Tahiti as inagletsd -f /path/to/the/properties/filethus Tahiti will not prompt you for the username and the password.Please note that this option is enabled with the default properties �le,
nf/aglets.props, but you have to expli
itly pass the �le to the Tahiti
ommand line. 69



Please take into a

ount that storing a password in a plain text �le isnot a good se
urity design, thus be 
arefull with permission of su
h �le(i.e., nobody ex
ept you should have read/write a

ess to the �le).
• Why the keystore 
ontains [an aglets_key and anonymous℄ keypair?Aglets requires that ea
h agent has an owner. When you log in toTahiti, you are impli
itly saying that all agents 
reated through theTahiti user interfa
e will have �you� as owner. Ea
h aglet will have, asatta
hment, the keystore data to re
ognize its owner, and this is thereason why you must to log in to Tahiti, before you 
an 
reate anyagent.Now think at what happens when your platform is re
eiving an agentfrom an external sour
e, that 
ould be another agent platform. In this
ase, you do not have in your keystore 
redentials about the owner,sin
e these 
redentials have been stored in the sour
e platform. Tosolve this problem, the anonymous keypair is used, and this is thereason why the keystore 
omes with pre-set keys.Please note that, even if it is possible to assign permissions on the baseof the owner rather than the simple 
ode base, this feature does notseem to work very well.
• Can I disable se
urity 
he
ks in Tahiti?First of all ask yourself if you really need to run Tahiti without se
u-rity settings; this is strongly unre
ommended for produ
tion ma
hines.Nevertheless, if you are sure you want to do this, edit the aglets.props�le and set the property aglets.se
ure to false.
• Can I 
hange the logging system?Aglets is 
urrently using Log4J; the logger 
lass is determined by thevalue of the property aglets.logger.
lass, thus you 
an 
hange thelogger simply 
hanging the above property in the aglets.prop �le.The Jakarta Log4J 
lass is org.aglets.log.log4j.Log4jInitializer, but you
an 
hange it to another, su
h as� org.aglets.log.
onsole.ConsoleInitializer, that prints everything tothe STDOUT (you should redire
t or pipe to analyze output), or� org.aglets.log.quiet.QuietInitializer that suppresses most of thelogging output.
• Is there any debugging 
apability?A
tually no. I suggest you to use smart printing fun
tions, to under-stand what is happening to the 
ode. You 
an try also using the JavaDeBugger (jdb), but it 
ould be quite di�
ult.70



• Do I need any spe
ial library to 
ompile the sour
e version ofAglets?In general no, but you 
ould need a few libraries like log4j in your
lasspath. If you have any error, please report it to the mailing lists.
• How 
an an aglet transport a �le from one host to another?This is an often asked question over all the aglets mailing lists, thereforeplease read this point before asking it by yourself. An aglet 
annottransport anything that is not a Java serializable obje
t, that meansyou have to transform your �le into a Java serializable obje
t. Thekind of the obje
t depends on your needs. For example, if you haveto transport a text �le, you 
an read all the �le and pla
e its 
ontentinto a string (i.e., java.lang.String). If the �le is a binary one, youhave to translate it into a portable obje
t, even a MIME one. Pleasedo not try to migrate a File obje
t, sin
e it will not work! The moste�
ient way to transform a �le into an obje
t depends on what yourappli
ation must do, and I suggest you to have a look even at theSOAP or any other XML based do
ument form. Finally, please take
are that if the �le is available by a network �lesystem (su
h as AFP,SMB, NFS), you do not need to migrate the �le at all, but simply toadjust the �le name on the destination.
• Can I use HTTP messaging among aglets?Please note that you 
an implement any kind of network messagingin Aglets, from standard so
kets, to HTTP, SOAP, RMI, et
. Butit is on your own to implement su
h way of 
ommuni
ations; you
an have a look at the 
ode available at the aglets-net proje
t (seehttp://sour
eforge.net/proje
ts/agletsnet).
• Is there a way to ex
hange data among agents?Yes, you have to send messages 
ontaining the data you want to ex-
hange, but please take 
are of the serializability of your obje
ts, sin
ethe messaging system allows only serializable messages.
• Is it possible to run multiple 
ontext over the same server?How 
an I do that?The general answer to this question is yes, even if Tahiti 
urrently doesnot allow users to 
reate multiple 
ontext. Please note that this doesnot mean that it 
annot handle multiple 
ontexts, and in fa
t you 
andevelop an agent in 
harge of 
reating multiple 
ontexts for you. Todo this, use the 
reateContext(..) method of the AgletsRuntime
lass. When working with multiple 
ontext, take 
are of the URL fordispat
hing agents to a spe
i�
 
ontext: pla
e the 
ontext name afterthe ma
hine address, su
h as atp://ma
hineAddress/
ontextName.71



• How 
an I move an agent among di�erent 
ontexts?You 
an use the ATP migration proto
ol, spe
ifying the same addressbut 
hanging the URL in order to re�e
t the destination 
ontext.
• Can an Aglet 
ommuni
ate with a Servlet?Yes, take a look at the 
ode below (written by Angsuman Dutta):publi
 void run(){try{URL server=new URL("http://lo
alhost:8100/servlet/" +"FirstServlet");URLConne
tion 
on = server.openConne
tion();
on.setDoOutput(true);
on.setUseCa
hes(false);Calendar rightNow = Calendar.getInstan
e();Obje
tOutputStream request = new Obje
tOutputStream(newBufferedOutputStream(
on.getOutputStream()));StringBuffer d=new StringBuffer("<?xNameVdaml version=" +"\"1.0\" en
oding=\"UTF-8\"?>");d.append("<Name>");d.append("dude");d.append("</Name>");String data=d.toString();String msgtype="xmlFile";String [℄ msg=new String[2℄;msg[0℄=msgtype;msg[1℄=data;request.writeObje
t(msg);request.flush();request.
lose();Obje
tInputStream response = null;Obje
t result = null;response = new Obje
tInputStream(new BufferedInputStream(
on.getInputStream()));// read response ba
k from the serverresult = response.readObje
t();}
at
h(Ex
eption e){System.out.println(e);}}
• Can I develop an agent server on my own? How 
an I embedthe Aglets te
hnology into my appli
ation?You 
an develop an agent server by your own, and this will allow72



you also to embed the Aglets te
hnology in your appli
ations. Beforeposting any question about how to write an agent server, you should
arefully have a look at the ServerApp.java sour
e 
ode available withthe sour
e 
ode pa
kage.When developing your own server, you should take into a

ount afew issues. There 
an be authenti
ation problems, that means you
ould be unable to log in to the server as you are used to do withTahiti. To overtake this problem, someone has suggested to hard
odethe 
ouple username/password in the server sour
e �le. Moreover,you 
an 
at
h some ex
eption due to the unavailability of fonts; if thishappens remove the following lines from the Tahiti.initializeGUI()method:try {Class.forName("sun.awt.PlatformFont"); // for 1.1} 
at
h (Ex
eption ex) {ex.printSta
kTra
e();}When developing your own server, you have to take 
are about prop-erties and permissions, thus the new server 
an a

ess all propertiesand 
an a
t as a real Tahiti substitute. Furthermore, remember thatea
h agent must belong to one 
ontext, that means you have to 
reatea 
ontext �rst, then you 
an 
reate agents or other 
ontexts. The fol-lowing pie
e of 
ode has been written as an example by Gustavo Nu

iFran
o:import 
om.ibm.atp.daemon.*;import 
om.ibm.aglet.system.*;import 
om.ibm.aglet.*;import java.net.*;publi
 
lass xAgletContext{publi
 AgletContext 
ontext;publi
 int portNumber;publi
 xAgletContext(int pn){portNumber = pn;String [℄ arg = {"-port", String.valueOf(portNumber)};Daemon daemon = Daemon.init(arg);AgletRuntime runtime = AgletRuntime.init(arg);
ontext = runtime.
reateAgletContext("");daemon.start("aglets");
ontext.start(); 73




ontext.addContextListener(new CL());}
lass CL extends ContextAdapter{//You should implement listeners' events to monitor//the life 
y
le of your aglets here}}If you get ajava.lang.Ex
eptionInInitializerError: java.lang.NullPointerEx
eptionrelated to the LogInitializer.getCategory(Unknown Sour
e), thelogging system 
annot be loaded and initialized stati
ally. Try this:String initName = System.getProperty("aglets.logger.
lass","org.aglets.log.quiet.QuietInitializer" );Class.forName(initName);that will load the logger, making the ex
eption disappear.Another example of a server 
an be the following:// usage: java SimpleServer <keystore> <poli
y>// <username> <password> <port>import java.net.*;import java.util.*;import 
om.ibm.aglet.*;import 
om.ibm.aglets.*;import 
om.ibm.aglets.tahiti.*;import 
om.ibm.maf.*;publi
 
lass SimpleServer{
om.ibm.aglet.system.AgletRuntime runtime;private String username;private String password;private String port;private String keystore;private String poli
y;AgletContext 
ontext;MAFAgentSystem maf_system;publi
 SimpleServer(String args[℄){try{// get all parameterskeystore = args[0℄;poli
y = args[1℄;username =args[2℄; 74



password = args[3℄;port = args[4℄;}
at
h (Ex
eption ex){ex.printSta
kTra
e();}}publi
 void setup(){Properties props = System.getProperties();// Setup propertiesprops.put("atp.resolve", "true");props.put("atp.useip", "true");props.put("maf.port", port);props.put("maf.proto
ol", "atp");props.put("java.poli
y", poli
y);props.put("aglets.keystore.file", keystore);props.put("maf.finder.port", "4435");props.put("maf.finder.host", "lo
alhost");props.put("maf.finder.name", "MAFFinder");props.put("aglets.logger.
lass","org.aglets.log.
onsole.ConsoleInitializer");props.put("aglets.logfile", "aglets.log");String initName = System.getProperty("aglets.logger.
lass","org.aglets.log.
onsole.ConsoleInitializer");try{Class.forName(initName);}
at
h (ClassNotFoundEx
eption ex){ex.printSta
kTra
e();}}publi
 void start(){this.setup();runtime = runtime.init(null);runtime.authenti
ateOwner(username, password);maf_system = new MAFAgentSystem_AgletsImpl(runtime);String proto
ol = "atp";try{MAFAgentSystem.initMAFAgentSystem(maf_system, proto
ol);// use Tahiti 
lasses to initializeTahiti.installFa
tories();Tahiti.installSe
urity();// 
reate 
ontext
ontext = runtime.
reateAgletContext("");MAFAgentSystem.startMAFAgentSystem(maf_system, proto
ol);75



//start 
ontext
ontext.start();}
at
h (MAFExtendedEx
eption ex){ex.printSta
kTra
e();}}publi
 stati
 void main(String[℄ args){SimpleServer simple = new SimpleServer(args);simple.start();}}
• Can I use IP addresses instead of DNS names for URLs?Yes, and in some situations it is suggested you do that. For example,if you are working with ma
hines not registered in a DNS; you shoulduse IP addresses instead of host names.
• I 
an send an agent to another ma
hine but I 
annot retra
tit ba
k. Dispat
hing the agent other the same ma
hine raisesa RequestRefusedEx
eption. How 
an I solve this?It is probably a problem of DNS. Try using IP addresses in the URLsor to add the ma
hine name and address to ea
h hosts �le.
• I need to �x the se
urity poli
ies of my server, but I don'tknow how to know the 
odebase agents are running from.You 
an get the 
odebase developing a simple agent that exe
utes:try {URL 
odeBase =((Aglet)this.getProxy().getAgletInfo().getCodeBase();System.out.println("
odeBase: " + 
odeBase);} 
at
h (InvalidAgletEx
eption e) {System.out.println("InvalidAgletEx
eption");}Please be aware that, if your hostname 
hanges (e.g., 
hange of thenetwork, ISP, et
.), your permissions must be set up again, be
auseyour 
odebase 
hanges a

ordingly to the hostname. Furthermore,
onsider that 
odebase are not interpreted but they are treated lit-erally. This means that if your hostname is myHost, using myHostor myHost.myDomain is not the same, even if the letter is the fullquali�
ation of the former. 76



• I 
he
ked permissions, but I still got an ex
eption related tothem.Try pla
ing permissions also in the se
urity �les into the $HOME/.agletsdire
tory.
• When I exe
ute agents I got No integrity Che
k be
ause nose
urity domain is authenti
ated.This is a warning message, and you 
an ignore it. It simply reportsthat you haven't set up a se
urity domain.
• Sometimes, running parti
ular agents or dispat
hing them, Igot ex
eption related to the 
lass loading, e.g.,ClassNotFoundEx
eption,ClassFormatEx
eption,et
. How 
an I �x it?Try adding your library jar to the 
lasspath, even in the Tahiti prop-erty. If this does not work, try adding the unjared 
lasses to the publi
root.
• Can I avoid a few referen
es to be serialized?If your agent de
lares a few referen
es as transient, then they willnever be serialized during the aglet travel. This does not mean thatthey will be removed by the agent, but simply that they will be �reset�to a null value on the destination, that means you have to 
he
k (andin 
ase, re
reate) referen
es in the onCreation(..) method (or in yourmobility listener).
• Can an Aglets wait for a spe
i�
 message before 
ontinuingits exe
ution?Yes, but it is not very simple. You 
an dea
tivate the aglet, waitingfor an in
oming message and then restarting its exe
ution.
• When I try to laun
h my agent I got a ClassNotFoundEx
eption.It means that the Aglets runtime 
annot �nd your agent 
lass. Firstof all, be sure that your 
lasses and pa
kages are stored in the publi
root, that is usually $AGLETS_HOME/publi
; if it is still not working,try manually setting your 
lasspath to in
lude your 
lasses, and thenrestart the server. If it is still not working, try making a jar of your
lasses and pla
e it in the lib dire
tory of your Aglets installation.
• If I print information about an aglet proxy, I get somethinglike Aglet [invalid℄, and the proxy is not working. How 
anI �x it?You should use the proxy's id, instead of storing the proxy in a 
om-plex data (su
h as an hash map, a ve
tor or an array), sin
e using77



data stru
tures to store proxies 
an invalidate them, sin
e the agentsituation 
an 
hange. The agent and proxy id is unique, thus you 
analways get the proxy ba
k starting from the id.
• Can I use stati
 initializers in my agents?You should avoid stati
 initializers, sin
e if your agent migrates, theinitializers will not be re-exe
uted. In parti
ular, this 
an 
ause prob-lems with transient variables, thus you should absolutely pla
e yourinitializers in the onCreation(..) method.
• Is it possible to avoid that dea
tivated agents are automati-
ally rea
tivated when Tahiti restarts?Yes, edit the properties �le and set the 
leanstart parameter to true.A.2 Con�guration FilesThis 
hapter 
ontains examples of 
on�guration �les, that 
an help you to
he
k the set-up of your Aglets platform.The aglets.props �leThe following is the default aglets.props 
on�guration �le shipped withthe Aglets platform# (mandatory) A path under where aglets is installed. Set on 
ommand# line by agletsd but 
an be overridden here.#aglets.home=d:\\aglets\\aglets1_2# (optional) A path to the dire
tory under where ".aglets"# dire
tory resides. This is also where your KEYSTORE must be.# default: $HOME (unix) or %HOME% (win32)#user.home=# (optional) Lo
ation of aglets.poli
y file,# default: (user.home)/.aglets/se
urity/aglets.poli
y#java.poli
y=# (optional) Whi
h proto
ol to use(atp or rmi)# default: atp#maf.proto
ol=atp# (optional) Port number used by agents server.# default: 4434#maf.port=4434# (optional) Host name of Finder used to register/lookup# the lo
ations of agents.# default: Not used#maf.finder.host=artemis.trl.ibm.
om 78



# (optional) Port number of Finder used to register/lookup# the lo
ations of agents.# default: 4435#maf.finder.port=4435# (optional) Registry name of the Finder.# default: MAFFinder#maf.finder.name=MAFFinder# (optional) verbose output# default: false#verbose=true# (optional) Default sear
h path for 
lass files.# Windows: ';' separated path list# Unix: ':' separated path list# default: (aglets.home)/publi
#aglets.
lass.path=# (optional) Dire
tory whi
h are exported to other aglets servers.# default: (aglets.home)/publi
#aglets.publi
.root=C:\\Aglets\\publi
# (optional) Aliases used for 
odebase of aglets.#aglets.publi
.aliases=\# ~tai=/home/tai,\# ~mima=/home/mima# (optional) If false, every a
tivities of aglets in the server# will be allowed.# default: trueaglets.se
ure=true# (optional) Class name of an AgletContextListner (Viewer)# To run server with no UI, set null.# i.e. "aglets.viewer="# default: 
om.ibm.aglets.tahiti.Tahiti# (ALT: 
om.ibm.aglets.tahiti.CommandLine)#aglets.viewer=
om.ibm.aglets.tahiti.Tahiti# (optional)aglets.logfile=aglets.log# (optional)# default: false#aglets.
leanstart=false# (optional) Comma(,) separated list of URLs(or 
lass names) of aglets# whi
h should be 
reated just after the server starts.#aglets.startup=# examples.hello.HelloAglet,\# atp://yourhost:434/examples.hello.HelloAglet# (optional) Resolve the domain name of the host by querying DNS server.79



# default: false#atp.resolve=false# (optional) TCP/IP domain name of the host#atp.domain=
alivera.
om# (optional) Set server's hostname to "lo
alhost". This is useful if# the host does not have any network adapter.# default: false#atp.offline=true# (optional) Authenti
ate other servers when the server try to 
ommuni
ate# ea
h other. Servers form se
urity domains.# default: false#atp.authenti
ation=false# (optional) Use se
ure random seed generation whi
h is provided by JDK.# If this is set to false, aglet server uses a proprietary one,# whi
h is inse
ure but fast.# default: true#atp.se
ureseed=true# (optional) User servers IP address in server URL instead of# logi
al name. This is useful if you don't have a DNS entry.# default: false#atp.userip=true# User ID for authorization. This key must exist in your keystore.# See keytool do
umentation for info on 
reating entry. (genkey)aglets.owner.name=aglet_key# Password for above user ID. Must be same as entered as the key password# used with keytool.aglets.owner.password=aglets# Keystore password. Same as used with keytool.aglets.keystore.password=aglets# Logger 
lass for ASDK.# For log4j - org.aglets.log.log4j.Log4jInitializer# For output to standard out - org.aglets.log.
onsole.ConsoleInitializer# For quiet - org.aglets.log.quiet.QuietInitializer# Default: org.aglets.log.quiet.QuietInitializeraglets.logger.
lass=org.aglets.log.log4j.Log4jInitializer#aglets.logger.
lass=org.aglets.log.quiet.QuietInitializer#aglets.logger.
lass=org.aglets.log.
onsole.ConsoleInitializerThe agletslog.xml �leThe following is the default agletslog.xml 
on�guration �le shipped withthe Aglets platform 80



<?xml version="1.0" en
oding="UTF-8" ?><!DOCTYPE log4j:
onfiguration SYSTEM "log4j.dtd"><log4j:
onfiguration><!-- Layout does not use lo
ation info and is faster. --><appender name="CONSOLE" 
lass="org.apa
he.log4j.ConsoleAppender"><layout 
lass="org.apa
he.log4j.PatternLayout"><param name="ConversionPattern" value="%d{ABSOLUTE} %-5p [%t℄ %
{2} - %m%n"/></layout></appender><appender name="FULLINFO" 
lass="org.apa
he.log4j.ConsoleAppender"><layout 
lass="org.apa
he.log4j.PatternLayout"><param name="ConversionPattern" value="%d{ABSOLUTE} %-5p [%t℄ %C{2}:%
{1} (%F:%L) - %m%n"/></layout></appender><
ategory name="org" additivity="false"><priority value="debug" /><appender-ref ref="CONSOLE" /></
ategory><
ategory name="
om" additivity="false"><priority value="debug" /><appender-ref ref="CONSOLE" /></
ategory><!-- Must be last element!! --><root><priority value ="debug" /><appender-ref ref="CONSOLE" /></root></log4j:
onfiguration>
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Appendix BManaging login dataAs already detailed in the installation sequen
e, the Aglets platform gen-erates at installation time two identities that 
an be used for user authen-ti
ation. Their username/password information is anonymous/aglets andaglet_key/aglets. You 
an 
reate a new login (i.e., a new 
ouple user-name/password) or modify the password of an existing username using thekeytool 
ommand shipped with the Java 2 platform. This 
hapter will showa base use of the keytool 
ommand, in order to allow you to manage 
erti�-
ates and logins. For a better des
ription of the keytool 
apabilities, refer tothe o�
ial Java do
umentation.To manage information stored in the keystore you need to know thekeystore password, it will be asked for ea
h operation. The keystore passwordprote
ts the whole 
erti�
ate database, and should not be 
onfused with theuser's password, required to a

ess a single 
erti�
ate. Furthermore, it is nota good idea to have the keystore password identi
al to a 
erti�
ate password.B.1 Creating a new a

ountTo 
reate a new a

ount (i.e., a username/password) start the keytool 
om-mand spe
ifying the new username. To keep it simple, 
onsider the 
reationof an a

ount with myAglet as username and buzzle as password. Here thereis the �rst step of the 
reation:lu
a�linux:/java/aglets/bin> keytool -genkey -alias myAgletEnter keystore password: agletsThe 
ommand asks the keystore password, that for the default Aglets key-store (i.e., the keystore installed by Ant) is aglets. Please note that thekeystore password is e
hoed as plain text on the terminal, and this meansyou should manage the keystore away from other people's eyes.On
e you have entered the 
orre
t keystore password, the 
ommand willask for a few pie
es of information, su
h as name, department, and so on. All82



that information are required to generate a 
erti�
ate that identi�es the user;that 
erti�
ate will be stored in the keystore. The following is an exampleset of values:What is your first and last name?[Unknown℄: Lu
a FerrariWhat is the name of your organizational unit?[Unknown℄: AgentGroupWhat is the name of your organization?[Unknown℄: University of Modena and Reggio EmiliaWhat is the name of your City or Lo
ality?[Unknown℄: ModenaWhat is the name of your State or Provin
e?[Unknown℄: ItalyWhat is the two-letter 
ountry 
ode for this unit?[Unknown℄: itIs CN=Lu
a Ferrari, OU=AgentGroup, O=University ofModena and Reggio Emilia, L=Modena, ST=Italy, C=it
orre
t?[no℄: yesFinally, keytool will ask you the password to use for the above new username.Be 
areful when typing the password, sin
e it will be asked on
e (not twi
e asmany password programs do) and will be e
hoed as plain text on the terminal.Enter key password for <myAglet>(RETURN if same as keystore password): buzzlelu
a�linux:/java/aglets/bin>When the keytool program �nishes, the 
ommand prompt is displayed. Nowyou 
an use the new 
ouple of username and password to login in the Agletsplatform.B.2 Changing the password of an existing a

ountTo 
hange the password of an existing username, use the keypasswd optionof the keytool 
ommand. Suppose that you want to 
hange the password ofthe username myAglet, the following is what you have to do:lu
a�linux:/java/aglets/bin> keytool -keypasswd -alias myAgletEnter keystore password: agletsFirst the 
ommand will ask you the password of the whole keystore, for thedefault installation it is aglets. After that, the old password is required:Enter key password for <myAglet>buzzle83



Finally, the new password is required. Please note that, even if here thepassword is asked twi
e to 
at
h typing errors, the password value is alsoprinted on the s
reen, and this requires that nobody is wat
hing �over yourshoulder�.New key password for <myAglet>: buzzle2Re-enter new key password for <myAglet>: buzzle2lu
a�linux:/java/aglets/bin>Now you have 
hanged the password of the spe
i�ed username, and 
an usethe new password to login in the Aglets platform.B.3 Deleting an a

ountIf you want to delete a whole a

ount, you 
an use the delete option of thekeytool 
ommand. For example, if you want to delete the myAglet a

ount,do the following:lu
a�linux:/java/aglets/bin> keytool -delete -alias myAgletEnter keystore password: agletslu
a�linux:/java/aglets/bin>\end{
enter}Be aware of what you are doing, sin
e the 
ommand is very silent! As you 
ansee, only the keystore password is required, after that the deletion happenswithout asking any user 
on�rmation.B.4 Listing the 
ontent of the keystoreTo view whi
h 
erti�
ates are handled by the 
urrent keystore, simply do:keytool -listEnter keystore password: agletsthat will print something like the following:Keystore type: jksKeystore provider: SUNYour keystore 
ontains 2 entriesanonymous, Sep 6, 2004, keyEntry,Certifi
ate fingerprint (MD5):78:13:74:36:92:F4:51:04:56:36:BB:41:CC:3E:96:94aglet_key, Sep 6, 2004, keyEntry,Certifi
ate fingerprint (MD5):B6:8D:E5:6E:42:19:2F:AB:20:25:12:32:99:8B:77:0984



The output above shows that only two 
erti�
ates are present in my 
urrentkeystore, and that the username to a

ess those 
erti�
ates are anonymousand aglet_key. The above 
erti�
ates are 
reated by the Ant installation.B.5 User's Con�guration FilesAglets stores, for ea
h users, a few 
on�guration �les in the user's home dire
-tory. In parti
ular, Aglets will 
reate a dire
tory 
alled .aglets, 
ontaininga few subdire
tories as shown below:
• 
a
he it will be used by a running platform to 
a
he information aboutagents, and agents themselves (for example when they will be dea
ti-vated).
• se
urity it 
ontains a poli
y �le and the se
rets 
reated with Tahiti.
• spool 
ontains a dire
tory for ea
h 
ombination host/port the platformhas been bound to. In ea
h dire
tory, a few �les used by the run-timesystem (su
h as platform properties) are stored.
• users 
ontains a dire
tory for ea
h user (keystore alias) who has startedTahiti. Ea
h dire
tory stores preferen
es of the user, su
h as the Tahitiwindow size, agent lists, et
.
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Appendix CThe IBM Publi
 Li
ense -version 1.0THE ACCOMPANYING PROGRAM IS PROVIDED UNDER THE TERMSOF THIS IBM PUBLIC LICENSE ("AGREEMENT"). ANY USE, RE-PRODUCTION ORDISTRIBUTIONOF THE PROGRAMCONSTITUTESRECIPIENT'S ACCEPTANCE OF THIS AGREEMENT.DEFINITIONS"Contribution" means:1. in the 
ase of International Business Ma
hines Corporation ("IBM"),the Original Program, and 2. in the 
ase of ea
h Contributor, 1. 
hanges tothe Program, and 2. additions to the Program; where su
h 
hanges and/oradditions to the Program originate from and are distributed by that parti
-ular Contributor. A Contribution 'originates' from a Contributor if it wasadded to the Program by su
h Contributor itself or anyone a
ting on su
hContributor's behalf. Contributions do not in
lude additions to the Programwhi
h: (i) are separate modules of software distributed in 
onjun
tion withthe Program under their own li
ense agreement, and (ii) are not derivativeworks of the Program."Contributor" means IBM and any other entity that distributes the Pro-gram."Li
ensed Patents " mean patent 
laims li
ensable by a Contributorwhi
h are ne
essarily infringed by the use or sale of its Contribution aloneor when 
ombined with the Program."Original Program" means the original version of the software a

ompa-nying this Agreement as released by IBM, in
luding sour
e 
ode, obje
t 
odeand do
umentation, if any."Program" means the Original Program and Contributions.86



"Re
ipient" means anyone who re
eives the Program under this Agree-ment, in
luding all Contributors.GRANT OF RIGHTS1. Subje
t to the terms of this Agreement, ea
h Contributor hereby grantsRe
ipient a non-ex
lusive, worldwide, royalty-free 
opyright li
ense to re-produ
e, prepare derivative works of, publi
ly display, publi
ly perform, dis-tribute and subli
ense the Contribution of su
h Contributor, if any, and su
hderivative works, in sour
e 
ode and obje
t 
ode form. 2. Subje
t to theterms of this Agreement, ea
h Contributor hereby grants Re
ipient a non-ex
lusive, worldwide, royalty-free patent li
ense under Li
ensed Patents tomake, use, sell, o�er to sell, import and otherwise transfer the Contributionof su
h Contributor, if any, in sour
e 
ode and obje
t 
ode form. This patentli
ense shall apply to the 
ombination of the Contribution and the Programif, at the time the Contribution is added by the Contributor, su
h additionof the Contribution 
auses su
h 
ombination to be 
overed by the Li
ensedPatents. The patent li
ense shall not apply to any other 
ombinations whi
hin
lude the Contribution. No hardware per se is li
ensed hereunder. 3. Re-
ipient understands that although ea
h Contributor grants the li
enses toits Contributions set forth herein, no assuran
es are provided by any Con-tributor that the Program does not infringe the patent or other intelle
tualproperty rights of any other entity. Ea
h Contributor dis
laims any liabilityto Re
ipient for 
laims brought by any other entity based on infringementof intelle
tual property rights or otherwise. As a 
ondition to exer
ising therights and li
enses granted hereunder, ea
h Re
ipient hereby assumes soleresponsibility to se
ure any other intelle
tual property rights needed, if any.For example, if a third party patent li
ense is required to allow Re
ipient todistribute the Program, it is Re
ipient's responsibility to a
quire that li
ensebefore distributing the Program. 4. Ea
h Contributor represents that to itsknowledge it has su�
ient 
opyright rights in its Contribution, if any, togrant the 
opyright li
ense set forth in this Agreement.REQUIREMENTSA Contributor may 
hoose to distribute the Program in obje
t 
ode formunder its own li
ense agreement, provided that:1. it 
omplies with the terms and 
onditions of this Agreement; and 2.its li
ense agreement: 1. e�e
tively dis
laims on behalf of all Contributorsall warranties and 
onditions, express and implied, in
luding warranties or
onditions of title and non-infringement, and implied warranties or 
ondi-tions of mer
hantability and �tness for a parti
ular purpose; 2. e�e
tivelyex
ludes on behalf of all Contributors all liability for damages, in
luding87



dire
t, indire
t, spe
ial, in
idental and 
onsequential damages, su
h as lostpro�ts; 3. states that any provisions whi
h di�er from this Agreement areo�ered by that Contributor alone and not by any other party; and 4. statesthat sour
e 
ode for the Program is available from su
h Contributor, andinforms li
ensees how to obtain it in a reasonable manner on or through amedium 
ustomarily used for software ex
hange.When the Program is made available in sour
e 
ode form:1. it must be made available under this Agreement; and 2. a 
opy of thisAgreement must be in
luded with ea
h 
opy of the Program.Ea
h Contributor must in
lude the following in a 
onspi
uous lo
ationin the Program:Copyright (C) 1996, 1999 International Business Ma
hines Corporationand others. All Rights Reserved.In addition, ea
h Contributor must identify itself as the originator of itsContribution, if any, in a manner that reasonably allows subsequent Re
ipi-ents to identify the originator of the Contribution.COMMERCIAL DISTRIBUTIONCommer
ial distributors of software may a

ept 
ertain responsibilities withrespe
t to end users, business partners and the like. While this li
ense isintended to fa
ilitate the 
ommer
ial use of the Program, the Contributorwho in
ludes the Program in a 
ommer
ial produ
t o�ering should do so ina manner whi
h does not 
reate potential liability for other Contributors.Therefore, if a Contributor in
ludes the Program in a 
ommer
ial produ
to�ering, su
h Contributor ("Commer
ial Contributor") hereby agrees to de-fend and indemnify every other Contributor ("Indemni�ed Contributor")against any losses, damages and 
osts (
olle
tively "Losses") arising from
laims, lawsuits and other legal a
tions brought by a third party againstthe Indemni�ed Contributor to the extent 
aused by the a
ts or omissionsof su
h Commer
ial Contributor in 
onne
tion with its distribution of theProgram in a 
ommer
ial produ
t o�ering. The obligations in this se
tion donot apply to any 
laims or Losses relating to any a
tual or alleged intelle
-tual property infringement. In order to qualify, an Indemni�ed Contributormust: a) promptly notify the Commer
ial Contributor in writing of su
h
laim, and b) allow the Commer
ial Contributor to 
ontrol, and 
ooperatewith the Commer
ial Contributor in, the defense and any related settlementnegotiations. The Indemni�ed Contributor may parti
ipate in any su
h 
laimat its own expense.For example, a Contributor might in
lude the Program in a 
ommer
ialprodu
t o�ering, Produ
t X. That Contributor is then a Commer
ial Con-tributor. If that Commer
ial Contributor then makes performan
e 
laims,or o�ers warranties related to Produ
t X, those performan
e 
laims and war-88



ranties are su
h Commer
ial Contributor's responsibility alone. Under thisse
tion, the Commer
ial Contributor would have to defend 
laims againstthe other Contributors related to those performan
e 
laims and warranties,and if a 
ourt requires any other Contributor to pay any damages as a result,the Commer
ial Contributor must pay those damages.NO WARRANTYEXCEPT AS EXPRESSLY SET FORTH IN THIS AGREEMENT, THEPROGRAM IS PROVIDED ON AN "AS IS" BASIS, WITHOUT WAR-RANTIES OR CONDITIONS OF ANY KIND, EITHER EXPRESS OR IM-PLIED INCLUDING, WITHOUT LIMITATION, ANYWARRANTIES ORCONDITIONS OF TITLE, NON-INFRINGEMENT, MERCHANTABIL-ITY OR FITNESS FOR A PARTICULAR PURPOSE. Ea
h Re
ipient issolely responsible for determining the appropriateness of using and distribut-ing the Program and assumes all risks asso
iated with its exer
ise of rightsunder this Agreement, in
luding but not limited to the risks and 
osts ofprogram errors, 
omplian
e with appli
able laws, damage to or loss of data,programs or equipment, and unavailability or interruption of operations.DISCLAIMER OF LIABILITYEXCEPT AS EXPRESSLY SET FORTH IN THIS AGREEMENT, NEI-THER RECIPIENT NOR ANY CONTRIBUTORS SHALL HAVE ANYLIABILITY FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL,EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDINGWITH-OUT LIMITATION LOST PROFITS), HOWEVER CAUSED AND ONANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICTLIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE)ARISING IN ANY WAY OUT OF THE USE OR DISTRIBUTION OFTHE PROGRAM OR THE EXERCISE OF ANY RIGHTS GRANTEDHEREUNDER, EVEN IF ADVISED OF THE POSSIBILITY OF SUCHDAMAGES.GENERALIf any provision of this Agreement is invalid or unenfor
eable under appli-
able law, it shall not a�e
t the validity or enfor
eability of the remainderof the terms of this Agreement, and without further a
tion by the partieshereto, su
h provision shall be reformed to the minimum extent ne
essary tomake su
h provision valid and enfor
eable.If Re
ipient institutes patent litigation against a Contributor with respe
tto a patent appli
able to software (in
luding a 
ross-
laim or 
ounter
laim in89



a lawsuit), then any patent li
enses granted by that Contributor to su
h Re-
ipient under this Agreement shall terminate as of the date su
h litigation is�led. In addition, if Re
ipient institutes patent litigation against any entity(in
luding a 
ross-
laim or 
ounter
laim in a lawsuit) alleging that the Pro-gram itself (ex
luding 
ombinations of the Program with other software orhardware) infringes su
h Re
ipient's patent(s), then su
h Re
ipient's rightsgranted under Se
tion 2(b) shall terminate as of the date su
h litigation is�led.All Re
ipient's rights under this Agreement shall terminate if it fails to
omply with any of the material terms or 
onditions of this Agreement anddoes not 
ure su
h failure in a reasonable period of time after be
omingaware of su
h non
omplian
e. If all Re
ipient's rights under this Agreementterminate, Re
ipient agrees to 
ease use and distribution of the Program assoon as reasonably pra
ti
able. However, Re
ipient's obligations under thisAgreement and any li
enses granted by Re
ipient relating to the Programshall 
ontinue and survive.IBM may publish new versions (in
luding revisions) of this Agreementfrom time to time. Ea
h new version of the Agreement will be given a dis-tinguishing version number. The Program (in
luding Contributions) mayalways be distributed subje
t to the version of the Agreement under whi
hit was re
eived. In addition, after a new version of the Agreement is pub-lished, Contributor may ele
t to distribute the Program (in
luding its Con-tributions) under the new version. No one other than IBM has the right tomodify this Agreement. Ex
ept as expressly stated in Se
tions 2(a) and 2(b)above, Re
ipient re
eives no rights or li
enses to the intelle
tual property ofany Contributor under this Agreement, whether expressly, by impli
ation,estoppel or otherwise. All rights in the Program not expressly granted underthis Agreement are reserved.This Agreement is governed by the laws of the State of New York andthe intelle
tual property laws of the United States of Ameri
a. No party tothis Agreement will bring a legal a
tion under this Agreement more than oneyear after the 
ause of a
tion arose. Ea
h party waives its rights to a jurytrial in any resulting litigation.
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